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Sycamore Academ@nline Safety Policy
Policy Aims

This online safety policy has been written by Sycamore Academy, involving spaf,gnd
parents/carers.

It takes into accounttheu}eS E vS ( S SuS}KEEIM | Childven SAfe in Educatjdtarly
Years and Foundation Stag@17, ¥/orking Together to Safequard Childferiiié v §Z o0} o
Safeguarding Children Mitagency Partnershiprocedures

The purpose of Sycamore Academy Online Safety policy is to:

x safeguard and promote the welfare of all members of the Sycamore communityeonl

X identify approaches to educate and raise awareness of online safety throughou
community

X enable all staff to work safely and responsibly, to role model posigabiour online and to
manage professional standards and practice when using technology

X identify clear procedures to follow when responding to online safety concerns.

Sycamore Academy understands that the issues associated with online safety adexairisibut can
be broadly categorised into three areas of risk:

1. Content:being exposed to illegal, inappropriate or harmful material.

2. Contact:being subjected to harmful online interaction with other pspil

3. Conduct:personal (staff or pupils) online behaviour that increases theltiged of, or
causes, harm.

4. Commercerisks such as online gambling, inappropriate advertising, phishing and ocifihan
scams.

Policy $ope
Sycamore Academy recognises that online safety is an essential part of safeguarding andeaicjasowl
its duty to ensure that all pupils and staff are protected fromgmtital harm online.

Sycamore Academy identifies that the internet and associated devices, suampsters, tablets,
mobile phones and games consoles are an important part of everyday life, pigisént positive and
exciting opportunities, as well as challenges and risks.

Sycamore Academy will empower our pupils to acquire the knowledge needesktthe internet and
technology in a safe, considered and respectful way, and develop their resibertbey can manage
and respond to online risks.


https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://www.kscb.org.uk/
https://www.kscb.org.uk/

This policy applies to all staff, including the governing body, leadershp teachers, support staff,
external contractors, visitors, volunteers and other individuals who worlofgprovide services on
behalf of the setting (collectively referred to &aff [in this policy) as well as pupils and parents/carers.

This policy applies to all access to the internet and use of technologydimgimobile technology, or
where pupils, staff or other individuals have been provided withisgtissued devices for use, both on
and off site.

Links with other Policies and Practices
This policy links with several other policies, practices and action plahsdimg but not limited to:

Anti-bullying policy

Acceptable Use Agreements (AUA

Code of Conduct policy

Staff Disciplinary policy

Behaviour policy

Safeguarding and Child Protection policy
Confidentiality policy

Curriculum policies, such as: Computing, Personal Social and Healthidd(RSHE),
Citizenship and Relationships and Sex Education (RSE)
x Data Security policy

X Serious Violence and Weapons policy.

X X X X X X X X

Monitoring and Review

Technology evolves and changes rapidly and, as such, Sycamore Academy will re\pelicthat least
annually. The policy will be revised following any national statugoiiglance or local policy updates, any
local child protection concerns and/or any changes to our technical infragteict

We will regularly monitor internet use and evaluate online safety mechanisms toeetisat this policy
is consistently applied.

To ensure oversight of online safety, the Headteacher and L.E.A.D.d& wfibrmed of online safety
concerns, as appropriate.

The named governor for safeguarding will report online safety practice amdeints, including
outcomes, on a regular basis to the wider governing body.

Any issues identified via monitoring policy compliance will be irmated into our action planning.



Part 1 t Pupils

1.1Roles and Responsibilities

It is the responsibility of pupils (at a level that is appropriate their individual age and ability) to:

engage in age/ability-appropriate online safety education

contribute to the development of online safety policies

read and adhere to the Acceptable Use of Technology and Behaviouegolici

respect the feelings and rights of others, on and offline

take an appropriate level of responsibility for keeping themselves and others safie onli
seek help from a trusted adult, if they are concerned about anythieg br others
experience online.

1.2 Education and Engagement

We will establish and embed &@hole Academyculture and will raise awareness and promote safe and
responsible internet use amongst pupils by:

ensuring our curriculum and whole Academy approach is developed inilin¢he UK
}uv Jo (}& /vs8 Ev § EdOcat@n-+dn & QdhneZted World Framewprkv

Zeaching online safety in schqolP pu] ,this will be done through an online platform

called Project Evolve

ensuring online safety is addressed in Relationships Educa#hPBHE and Citizenship

and Computing programmes of study

reinforcing online safety principles in other curriculum subjects gs@piate, and

whenever technology or the internet is used on site

creating a safe environment in which all pupils feel comfortablsay what they feel,

without fear of getting into trouble and/or being judged for talkingoait something

which happened to them online

involving the DSL, as appropriate, as part of planning for online safety¢esso

activities, so they can advise on any known safeguarding cases, and ensure sipport

place for any pupils who may be impacted by the content

making informed decisions to ensure that any educational resources used are

appropriate for our pupils

using external visitors, where appropriate, to complement and supparirgernal

online safety education approaches

providing online safety education as part of the transition programme acreskep

stages and/or when moving between establishments

rewarding positive use of technology.



https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/teaching-online-safety-in-schools

Sycamore Academy will support pupils to understand and follow our AU#\s/ay which suits their age
and ability by:
- displaying acceptable use posters in all rooms with internet access
- informing pupils that network and internet use will be monitorfed safety and
security purposes, and in accordance with legislation
- seeking learner voice when writing and developing online safety potoigs
practices, including curriculum development and implementation.

Sycamore Academy will ensure pupils develop the underpinning knowleddeehiagiours needed to
navigate the online world safely, in a way which suits their age artitlyay:
- ensuring age-appropriate education regarding safe and responsible use precedes
internet access
- teaching pupils to evaluate what they see online and recognisentguls used for
persuasion, so they can make effective judgements about if what they see js
valid or acceptable
- educating them in the effective use of the internet to research, inclgidie skills of
knowledge location, retrieval and evaluation
- enabling them to understand what acceptable and unacceptable obkhaviour
looks like
- preparing them to identify possible online risks and make informed decislumg a
how to act and respond
- ensuring they know how and when to seek support if they are conceoneipset by
something they see or experience online.

Vulnerable Pupils

Sycamore Academy recognises that any learner can be vulnerable online, and \litpexat fluctuate
depending on their age, developmental stage, and personal circumstances. Howeveratd some
pupils, for example Looked After Children and those with specialatidnal needs, who may be more
susceptible or may have less support in staying safe online.

Sycamore Academy will ensure that differentiated and appropriate owskifiety education, access and
support is provided to vulnerable pupils.

Staff at Sycamore Academy will seek input from specialist staff as approprateling the DSL,
SENCO, and Child in Care Designated Teacher to ensure that thepdlayriculum is appropriate to
JME }Uuupv]SCl[e v X



1.3 Technical Security Passwords
A safe and secure username/password system is essential if the above is to bskesthlzind this
applies to all Academy technical systems, including networks enides.

Pupil passwords

All pupils in Sycamore Academy will have clearly defined access rigitademy technical systems
and devices. Details of the access rights available to groups of pupils wilobge@ by the Network
Manager and will be reviewed, at least annually, by SLT/L.E.A.D. IT.

All Academy networks and systems will be protected by secure passwtrdsare regularly changed.

The mhaster/administrator [passwords for the Academy systems, used by the technical staiffst
also be available to the Headteacher or other nominated senior leadad kept in a secure place,
e.g. the Academy safe. Consideration should also be given togisiro-factor authentications for
such accounts

Passwords for new pupils, and replacement passwords for existing pupilse allbcated by the
Network Manager L.E.A.D. IT. Pupils will be required to change their passwagdterm and will be
taught the importance of password security.

All pupils (adults and young people) will have responsibility foiswirity of their username and
password, and must not allow other adults or pupils to access the systentsthsir log-on details and
must immediately report any suspicion or evidence that there has been a boéaeturity.

All pupils at KS2 and above will be provided with a username and/pakby the Network Manager
who will keep an upe-date record of pupils and their usernames.

The complexity (i.e. minimum standards) will be set with regards to theitbagyability of the children.

1.4 Filtering and Monitoring
Internet access is filtered for all pupils. @ycamore Academy, if pupils become aware of any

infringements or abusg ( $Z UC[e (JoS E]JVP ¢Ce*S ueU SZ C upessS E % }ES
class teacher, Headteacher or DSL.

Pupils will not attempt to use any programmes or software that might alfe@m to bypass the
filtering/security systems in place.

1.5Using and Publishing Images and Videos Online

The development of digital imaging technologies has created significant beteféarning, allowing
staff and pupils instant use of images that they have recorded themselvesagii@hded from the
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internet. However, all Sycamore Academy community need to be aware of the risksats$edth
publishing digital images on the internet. Such images may provide avemuggierbullying to take
place. Digital images may remain available on the internet forever and may cause harm or
embarrassment to individuals in the short or long term.

Guidance

Pupils will be advised about the risks associated with the takse,sharing, publication and
distribution of images. They will be encouraged to recognise the riskshattito publishing their own
image on the internet, e.g. on social networking sites.

Pupils will not take, use, share, publish or distribute images ofreti&hout their permission.

1.6 Managing Email

Pupils will use a provided email account for educational purposes.

Pupils will agree an Acceptable Use Agreement and will receive edlucagarding safe and
appropriate email etiquette before access is permitted.

Whole-class or group email addresses will be used for communication oofdide setting

1.7 Social Media

Expectations

The expectations regarding safe and responsible use of social media applieaseéondlers of Sycamore
Academy community including pupils.

The term Zocial medigmay include (but is not limited to) blogs, wikis, social networking sitasyier
bulletin boards, online gaming, apps, video/photo sharing sites, chatroomsatathi messenger.

All members of Sycamore Academy community are expected to engage in social nzegasitive and
responsible manner.

Pupils should not post or share content that may be considered thread), hurtful or defamatory to
others on any social media service.

We will control pupil access to social media while using any device amansyptovided by Sycamore
Academy on site.

The use of social media during Academy hours for personal use is not perfoitiaapils.

Concerns regarding the online conduct of any member of our Academy conynmmsocial media will
be reported to the DSL without delay and be managed in accordaiticeur Anti-bullying, Allegations
Against Staff, Code of Conduct, and Safeguarding policies.

10



Use of Social Media

Safe and appropriate use of social media will be taught to pupils a®pan embedded and
progressive education approach via age-appropriate sites and resources.

We are aware that many popular social media sites are not permitted for ushiloyen under the age
of 13, or in some cases higher. As such, we will not create accounts itg poager the required age as
outlined in the services terms and conditions. See Appendix 7.

Any concerns regarding pupllsse of social media will be dealt with in accordance with exigiohgies,
including Safeguardingnéi-bullying, and Behaviour policies

Concerns regarding pupilsse of social media will be shared with parents/carers as appropriate,
particularly when concerning underage use of social media services and games.

Pupils will be advised:

- to consider the benefits and risks of sharing personal details or infeoman social
media sites which could identify them and/or their location

- to only approve and invite known friends on social media sites anéng dccess to
others by making profiles private

- not to meet any online friends without a parent/carer or other apo®E& ] $ poSe|
permission, and to only do so when a trusted adult is present

- to use safe passwords

- to use social media sites which are appropriate for their age and abilities

- how to block and report unwanted communications

- how to report concerns on social media, both within the setting and externally

1.8 Mobile Technologyt Use of Mobile Phones and Personal Devices

Sycamore Academy recognises that personal communication through mobile technadqupetsof
everyday life for many pupils. Mobile technology needs to be used safelgpprdpriately within the
Academy.

Expectations

All use of mobile technology, including mobile phones and personal devidesstablets, games
consoles and wearable technology, will take place in accordance withadigres, such as Safeguarding,
Anti-bullying, Behaviour and Code of Conduct, and with the law.
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Electronic devices of any kind that are brought onto site are the respbtysdf the user.

As a result:
- all pupils are advised to take steps to protect their mobile gFsoar personal devices from

loss, theft or damage; we accept no responsibility for the loss, theft or damageloitems
on our premises

- we advise all pupils to use passwords/pin numbers to ensure thaithoased calls or
actions cannot be made on their phones or devices; passwords and pinensistiould be
kept confidential and mobile phones and personal devices should nshded

- mobile phones and personal devices are not permitted to be used in schanydtme but
can be left in the office in agreement with the parent to lsed outside of the school
grounds

- the sending of abusive or inappropriate messages or content via mobile phopessomal
devices is forbidden by any member of the community; any breaches will bievad#aln line
with the appropriate Trust or Academy policies

- all members of Sycamore Academy community are advised to ensure that thieilem
phones and personal devices do not contain any content which mayféxesive, derogatory
or would otherwise contravene our behaviour or child protection policies

- pupils will be educated regarding the safe and appropriate usersfgnal devices and
mobile phones and will be made aware of boundaries and consequences

- Sycamore UC /A% S %p%]oe[ % E+}v o A] ¢« v u}]Jo %Z}
secure place (main reception), switched off and kept out of sight

- if a pupil needs to contact his/her parents or carers, theyhelallowed to use an Academy
phone

- parents are advised to contact their child via the Academy officesptians may be
permitted on a casdyy-case basis, as approved by the Headteacher

- mobile phones or personal devices will not be used by pupils dwegsgphs or formal
educational time unless as part of an approved and directed currichiased activity with
consent from a member of staff.

- the use of personal mobile phones or devices for a specific education pulpesenot mean
that blanket use is permitted

- if members of staff have an educational reason to allow pupils to wse tfobile phones or
personal devices as part of an educational activity, it will only take place apy@moved by
the Senior Leadership Team

- mobile phones and personal devices must not be taken into examinations

- pupils found in possession of a mobile phone or personal device damiegam will be
reported to the appropriate examining body, this may result in the wiglknhl from either
that examination or all examinations

- if a pupil breaches the policy, the phone or device will be confiscatedhaladin a secure
place and returned to the pupil or parents/carers at the end of the day

- staff may confiscate apupi[* u} Jo %Z}v }E A] ](3Z C o] A 13 ]-
contravene our Safeguarding, Behaviour or Anti-bullying policies

- searches of mobile phone or personal devices will be carried out in accord@hcewy
procedures and in line with the( z~ & Z]JvPU » & v]vP v }v(]e S]}v[
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment
data/file/1091132/Searching__Screening_and_Confiscation guidance July 2022.pdf
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1091132/Searching__Screening_and_Confiscation_guidance_July_2022.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1091132/Searching__Screening_and_Confiscation_guidance_July_2022.pdf

- pPH%]os[ u} Jo %Z}v « }E A] < u C » (Eleddershp team,uithE } (
the consent of the learner or a parent/carer. Content may be deleted, or reqddse be
deleted, if it contravenes our policies
- i(8Z E ] sHu*%] 1}V 83Z S u 8§ E] 0}V %op%]O[* WCE+}w0 P A
or may provide evidence relating to a criminal offence, the device witldnded over to the
police for further investigation. Staff members must be careful in cartyiisgout. Should a
pupil have illegal material and a staff members views this, the staffiber would be liable
for prosecution should they view the material on the device. If the Academy sigsspect
mobile device of a pupil contains illegal material, the police shoulefoemed so that it can
be dealt with appropriately.

1.9Concerns About Online Behaviour and/or Welfare

All concerns about pupils will be recorded in line with our Sadedjng policy. The DSL (or deputy) will
be informed of all online safety concerns involving safeguarding or child piatatsks.

Sycamore Academy recognises that while risks can be posed by unknowrualdiwidadults online,
pupils can also abuse their peers; all online chiteehild abuse concerns will be responded to in line
with our Safeguarding and Behaviour policies.

The DSL (or deputy) will ensure that online safety concerns are escalatedpmited to relevant
partner agencies in line with local policies and procedures.

Appropriate sanctions and/or pastoral/welfare support will be offeregtipils as appropriate. Civil or
legal action will be taken if necessary.

We will inform parents/carers of online safety incidents or concernglvivg their child, as and when
required.

National links and resources for pupils

13



X Childnet:www.childnet.com
- Step Up Speak UpOnline Sexual Harassment Guidangew.childnet.com/resources/step-
up-speak-up/quidance-and-training-for-schools-and-professionals
- Cyberbullying Guidancemww.childnet.com/resources/cyberbullying-guidance-for-schools

X Internet Matters:www.internetmatters.org

X NSPCGyww.nspcc.org.uk/onlinesafety
- ChildLinewww.childline.org.uk

Net Aware www.net-aware.org.uk

Part 2 t Staff/Adults

14


http://www.childnet.com/
http://www.childnet.com/resources/step-up-speak-up/guidance-and-training-for-schools-and-professionals
http://www.childnet.com/resources/step-up-speak-up/guidance-and-training-for-schools-and-professionals
http://www.childnet.com/resources/cyberbullying-guidance-for-schools
http://www.internetmatters.org/
http://www.nspcc.org.uk/onlinesafety
http://www.childline.org.uk/
http://www.net-aware.org.uk/

2.1Roles and Responsibilities

The Headteacher andSD(Paul Worleyt HT, Elaine Collins D&hve responsibility for online safety.
While activities of the DSL may be delegated to an approf@ia trained deputy, overall, the ultimate
lead responsibility for safeguarding and child protection, inding online safety remains with them

Sycamore Academy recognises that all members of the community have important roles and
responsibilities with regards to online safety.

The Leadership and Management Team will:

X create a culture that incorporates online safety throughout all eletaeri Academy life

X ensure that online safety is viewed as a safeguarding issue and that priadtidene with
national and local recommendations and requirements

X implement appropriate and ups-date policies regarding online safety, which address the
acceptable use of technology, chibd-child abuse, use of social media and mobile technology.

X Work with technical staff and L.E.A.D. IT support to ensure thatdeitand appropriate filtering
and monitoring systems are in place

X support the DSL and any deputies by ensuring they have enough tintesoutces to carry out
their responsibilities

X ensure robust reporting channels are in place for the whole commdaificcess regarding
online safety concerns

X undertake appropriate risk assessments regarding the safe use of technology on site

X audit and evaluate online safety practice to identify strengths and areasffmovement

X ensure that staff, pupils and parents/carers are proactively engaged in aagiwhich promote
online safety

X support staff to ensure that online safety is embedded withpr@gressive whole setting
curriculum which enables all pupils to develop an appropriatéenstanding of online safety.

The CSLwill;

X act as a named point of contact within the setting on all online safetjng issues

X liaise with other members of staff, such as pastoral support staff, IT teahsjanetwork
managers and the SENCO on matters of online safety

X ensure appropriate referrals are made to relevant external partner agencies, as ajpypeopri

X work alongside the Safeguarding team and SLT to ensure online safstggaised as part of
the Academy safeguarding responsibilities, and that a coordinated wkaddemy approach is
implemented

X access regular and appropriate training and support to ensure they urahetshe unique risks
associated with online safety and have the relevant andaipgate knowledge required to keep
pupils safe onling
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access regular and appropriate training and support to ensure the Acadsragmises the
additional risks that pupils with SEN and disabilities (SEND) fane onli

ensure all members of staff receive regular,topdate and appropriate online safety training
and information as part of their induction and child protection training

keep up to date with current research, legislation and trends reggrdnline safety and
communicate this with the community, as appropriate

work with staff to coordinate participation in local andtio@al events to promote positive
online behaviour, such as a Safer Internet Day

ensure that online safety is promoted to parents, carers and the wider camtynthrough a
variety of channels and approaches, including workshops, training and inaligdpport
maintain records of online safety concerns, as well as actions taken, as pagts#ttings
safeguarding recording mechanisms, relating to both adults and pupils

monitor online safety incidents to identify gaps and trends and h&edata to update the
education response and Academy policies and procedures

report online safety concerns, as appropriate, to L.E.A.D. IT, Sycamore Academy senior
leadership team and the Governing Body

work with the Trust, L.E.A.D. IT and the leadership team to review aratei@hline Safety
policies on a regular basis (at least annually) with stakeholder input

meet regularly with the school IT technician and the governor witad fesponsibility for
safeguarding and/oonline safety.

It is the responsibility of all members of staff to:

X X X X

read and adhere to the Online Safety policy and Acceptable Use afidlegi Agreements
understand that sanctions may apply for breaches of acceptable dsehwnay include
following Trust disciplinary procedures

take responsibility for their own use of new technologies, making sure kiggt ise technology
safely, responsibly and legally

take responsibility for the security of IT systems and the electronic datauke or have access
to

model good practice, in line with policy, when using technology withlpup

maintain a professional level of conduct in their personal use of technology, Inctina off site
embed online safety education in curriculum delivery wherever possible

have an awareness of a range of online safety issues and how they may be ecgubbgrihe
pupils in their care

identify online safety concerns and take appropriate action by followhegAcademy
Safeguarding policies and procedures

know when and how to escalate online safety issues, including repdditige DSL and
signposting pupils and parents/carers to appropriate support, inteyraald externally

take personal responsibility for professional development in this area

X where appropriate, contribute to the development of our Online Safatlicies

16



X ensure that any IT equipment taken from the Academy site is properlyagehand kept
securely. Ensure no overnight storage of IT equipment in cars

X ensure any data covered by GDPR is secure and a risk assessment undertaken as yo why an
personal data of staff or pupils has been removed from the schoalilorshie

x access to confidential Trust or Acadeonjine databases and paper files should be permitted
where access is required @regular basis and is integral to the purpose of the role in question.
Any access should be directly related to work matters and complytiae relevant data
retrieval procedures

2.2 Education and Engagement
We will:
- provide and discuss the Online Safety policy and procedures with albererof staff as part
of induction
- provide upto-date and appropriate online safety training (at least annually) fostaff
which is integrated, aligned and considered as part of our overarchiegsafding
approach.

Online safety training at Sycamore Academy is part of the existing annual aafeguand child
protection training/updates and is also delivered through regular spemiiime safety sessions in
response to the school context and to new developments in the caimguvorld.

x Staff training covers the potential risks posed to pupils (content, comatad conduct) as well as
our professional practice expectations.

X Build on existing expertise by provide opportunities for staff to cbote to and shape our
online safety approaches, including curriculum, policies and procedures.

X Make staff aware that our IT systems are monitored, and that activity carabed to individual
staff and pupils. Staff will be reminded to behave professionallyiamdcordance with our
policies when accessing our systems and devices.

X Make staff aware that their online conduct, including personalafsgocial media, can have an
impact on their professional role, reputation and could result in gis@ry procedures.
Highlight useful educational resources and tools which staff casédwith pupils.

Ensure all members of staff are aware of the procedures to follow regaodilvge safety
concerns involving pupils, colleagues or other members of the community.

2.3Reducing Online Risks

Sycamore Academy recognises that the internet is a constantly changing eneimbwith new apps,
devices, websites and material emerging at a rapid pace.

17



X We will:

- regularly review the methods used to identify, assess and minimise online risks

- examine emerging technologies for educational benefit and undertakeogpiate risk
assessments before their use in the Academy is permitted

- ensure that appropriate filtering and monitoring is in place and talkeeasonable
precautions to ensure that access is appropriate

- recognise that due to the global and connected nature of the interité$ not possible to
guarantee that unsuitable material cannot be accessed via our systems or devices and, as
such, identify clear procedures to follow if breaches or concerns arise.

All members of the community are made aware of our expectations regardingusdfeppropriate
behaviour online and the importance of not posting any content, comments, immageideos which
could cause harm, distress or offence. This is clearly outlined incmepfable Use of Technology
Agreements and highlighted through a variety of education and trainingoagpes.

2.4 Safer Use of Technology
Classroom use
Sycamore Academy uses a wide range of technology. This includes access to:

- computers, laptops, tablets and other digital devices
- internet, which may include search engines and educational websitesrgarn
platform/intranet

All setting-owned devices will be used in accordance with our Acceptable Usehoiolagy Agreement
and procedures, and with appropriate safety and security measures in pldoéts must adhere to
these procedures at all time.

Members of staff will always evaluate websites, tools and apps fully bat#én the classroom or
recommending for use at home.

The Academy adults will use appropriate search tools as identified fotjoavi informed risk
assessment.

We will ensure that the use of internet-derived materials, by staff papils complies with copyright
law and acknowledge the source of information.

Supervision of internet access and technology use will be appropagtepils[age and ability.
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- Early Years Foundation Stage and Key Stage 1
f Access to the internet will be by adult demonstration, with occasionattyre
supervised access to specific and approved online materials, which ssipiper
learning outcomes planned for the pupilage and ability.
- Key Stage 2
f Pupils will use age-appropriate search engines and online tools.
f Pupils will be directed by the teacher to online materials sesburces which
support the learning outcomes planned for the pupiége and ability.
- Key Stage 3,4, 5
f Pupils will use age-appropriate search engines and online tools.
f Pupils will be appropriately supervised when using technology, accomlihgir
ability and understanding.

2.5Password Security
Staff passwords:

- All staff will be provided with a username and password by thievbidk Manager/L.E.A.D. IT
who will keep an upe-date record of staff and their usernames.

- The password will be a minimum of eight characters long and mustethree of the
following t uppercase character, lowercase character, number, special characters.

- It will not include proper names or any other personal informationwtiihe user that might
be known by others.

- The account will bddcked out[following six successive incorrect log-on attempts

- Temporary passwords, e.g. used with new user accounts or when pupilsdigeédn their
passwords, shall be enforced to change immediately upon the next accountlog-o

- Passwords will not be displayed on screen and shall be securely hashed (usenafyone-
encryption).

- Passwords should be different for different accounts, to ensure thatratlgstems are not
put at risk if one is compromised and should be different for systems insete and
outside of the Academy and will be changed at least every 90 days.

- Passwords will not be re-used for six months, so passwords cannot lsedepasswords
created by the same user.

- Passwords should be different for systems used inside and outside éfdademy.

Staff training/awareness
Members of staff will be made aware ofthe A uUC[e %0 **A}E % E}3} }oe SZEIUPZ &7

- oninduction

- through the A u C Pnline Safety and Security policies

- pupils will be made aware ofthe A UC[* % **A}E % }o] C

- inlessons, a reminder will be given about the importance of not spggasswords
- through the Acceptable Use Agreement.
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2.6 Filtering and Monitoring

The filtering of internet content provides an important means of preventimgilg from accessing
material that is illegal or inappropriate. The filtering system cannot,évar, provide a 100%
guarantee that it will do so, because the content on the web changes dyn&macal new
technologies are constantly being developed. Filtering is only one elemariarger strategy for online
safety and acceptable use. Sycamore Academy recognises that it is importanethaver a filtering
process to manage the associated risks and to provide preventative measuresanighevant to the
situation in this Academy.

Staff and adults at Sycamore Academy have a responsibility to report immgdiatele
Headteacher/L.E.A.D. IT/Network Manager any infringements of the uC [+ (Jo$ E]JvP }( AZ] :
become aware or any sites that are accessed, which they believe should havélteeed. f

Staff/adults will not attempt to use any programmes or software that miglotathem to bypass the
filtering/security systems in place.

Differentiated internet access is available for staff and customidtedifig changes are managed by the
Academy and LEAD IT. lllegal content is filtered by the broadbailteond provider by actively
employing the Internet Watch Foundation CAIC list and other illegal cohs¢stFilter content lists are
regularly updated, and internet use is logged and monitored througf88ENhe monitoring process
alerts the Academy to filtering breaches, which are then acted upuoerelis a clear route for reporting
and managing changes to the filtering system. Where personal mobile devicaekoaved internet
access through the Academy network, filtering will be applied thedmsistent.

2.7Managing the Safety of the Academy Website

We will ensure that information posted on our website meets the requiretmas identified by the DfE.
We will ensure that our website complies with guidelines for paltibos including accessibility, data
protection, respect for intellectual property rights, privacy policies avplyaght.

Staff } E %o jpésspoallinformation will not be published on our website; the contat¢aidieon the
website will be our setting address, email and telephone number.

The administrator account for our website will be secured with an appaitgdyi strong password.

We will post appropriate information about safeguarding, includingnensiafety, on our website for
members of the community.
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2.8Using and Publishing Images and Videos Online

When using digital images, staff should inform and educate pupils @heuisks associated with the

taking, use, sharing, publication and distribution of images. They walhbeuraged to recognise the

risks attached to publishing their own image on the internet, e.g. on soetadanking sites.

/v JE v AlS8Z Pu]l v (Elu 8Z [v(}Eu 5]}% Hicaiersdre wE&domk ((] U
to take videos and digital images of their children at Sycamore Academysdeeriheir own personal

use (assuchuseis}s }A E C 8z § WE}S 3]}v 8eX d} E *% 35 A EC
cases protection, these images should not be published or made publailable on social networking

sites, nor should parents or carers comment on any activities involving othds e digital or

video images.

Staff can take digital/video images to support educational aims, liufolow Academy procedures
concerning the sharing, distribution and publication of those imagkese images should only be
taken on Academy equipmertte personal equipment of staff must not be used for such poges
Photos should be uploaded to the secure staff shared drive and images eragedrfygoortable
devices.

Care will be taken when taking digital/video images that pupilsappropriately dressed and are not
participating in activities that might bring the individuals or theademy into disrepute.

Photographs published on our website, or elsewhere that includelpupil be selected carefully and
will comply with good practice guidance on the use of such images.

Staff will notuse pu% ]Jo*[ (Moo Vv u » VCAZ GE }v A e]3aspcEatio}With % E3] |
photographs.

Staff must obtain written permission from parents or carers before phatplas of pupils are published
on the Academy website or social media channels (e.g. Facebook and Twitter).

W u %wjaole vill only be published with the permission of the pumd parents or carers.

2.9School and Staff Email

All members of staff are provided with an email address to use foffadial work-related
communication. Staff are required to use that email address for all &ngiccommunicationThe use of
personal email addresses by staff for any official businessaspermitted.

Access to our email systems will always take place in accordance withrdgatn legislation and in

line with other policies, including the Confidentiality, Acceptdliée Agreements and the Code of
Conduct Policy.
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Staff must ensure any electronic communication which contains sensitipersonal information will
only be sent using secure and encrypted email when being sent outside dftist. Internal emails do
not need additional encryption.

Setting email addresses and other official contact details will roa used to set up personal social
media accounts.

Members of the community will immediately tell the Headteacher and L.EIA.Dthey receive
offensive communication, and this will be recorded in our safeguogrtiles/records (MyConcern).

2.10Social Media

Expectations

The expectations regarding safe and responsible use of social media applien¢ondlers of
Sycamore Academy community, staff and pupils. All members of Sycamore Academy dyraneuni
expected to engage in social media in a positive and responsible manne

The term social media may include (but is not limited to) blogs, wikis, smtiabrking sites, forums,
bulletin boards, online gaming, apps, video/photo sharing sites, chatroomsatahi messenger.

All members of our community should not post or share content that magosidered threatening,
hurtful or defamatory to others on any social media service.

We will control access to social media while using device and systems providadamore Academy
on site.

The use of social media during Academy hours for personal ss®t permitted for staft

Concerns regarding the online conduct of any member of our Academy conynam#ocial media will
be reported to the DSL without delay and be managed in accordarheour Anti-bullying, Allegations
Against Staff, Code of Conduct and Safeguarding policies.

Use of social media

Academy staff will ensure that:

X no reference should be made in social media to pupils, parents/carers or Acaddimpetaal
media includes Facebook, LinkedIn, Twitter, WhpgsA' ouTube and all other networking sites,
including blogs. The exception to this will be where the seniordeskdp team agree that a post can
be made to promote the Academy and its pupils. Staff members must reweitten agreement
that such a post can be made. SLT will vet the posts to ensure theycay@atale and in line with
existing Academy policies. See clause 8.4

X staff do not post or communicate disparaging or defamatory statements using socia ored
otherwiseabout
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- our employees
- our governors
- our pupils and their parents/carers
- our suppliers, agents and contractors
- our Trustees
- or statements that could be construed as being damaging or detrimemthlet reputation
of the Academy and/or the Trust
X staff do not engage in disparaging online discussion on personal or porfaksiatters relating to
members of the Bademy community. This includes the use of WhatsApp groups or other social
media sites
X staff are personally responsible for what they communicate via social naedighat what they
publish might be read by an audience wider than they intended
X that any social media communication is shared on their own behalf aed dot appear to be
linked with the Academy in any way
X personal opinions will not be attributed to the Academy or Trust
X security settings on personal social media profiles are regularly checked to s@nisk of loss of
personal information
X any electronic or text communication should be conducted throughkhe uC[e }uupv] S]}v
systems
X staff do not have any present pupils or those that have left less tharears ago adfiends|
except relatives. However, if there is a legitimate reason for such communicstioln as
involvement with relevant clubs such as Scouts, Youth Club or Foadkizlthis should be declared
to the Headteacher and a copy of that organisatgpfafeguarding policy should be provided
X the expectations apply whether or not social media is accessed using AcadeitigSaid
equipment or equipment belonging to staff personally and to the ussoofal media for both
Academy and personal purposes, whether or not during working hours or oigerw
X the A UC[e ue }( e}l ou ] (JE % E}( **]1}V 0 %o fE %} * Wlma Z
safety coordinator and L.E.A.D. IT to ensure compliance with data protectitineGafety and
Safeguarding policies.

Unsuitable/inappropriate activities

Sycamore Academy believes that the activities referred to in the following segtiald be
inappropriate in an Academy context and that users, as defined beldinatiengage in these activities
in our Academy or outside when using Academy equipment or systems.
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The Academy policy restricts usage as follows

sl sfs8 2|25
2| g2 &8 ® 8|82
User Actions 28 8¢€ S| E£°
<< O
=
Users shall not | Child sexual abuse imageé§he making, X
visit Internet production or distribution of indecent images of
sites, make, children t contrary to The Protection of Children
post, download, | Act 1978
upload, data S S—
transfer Grooming, incitement, arrangement or facilitatig X
communicate of sexual acts against childrercontrary to the
or pass on, Sexual Offences Act 2003
materfl, Possession of an extreme pornographic image X
remar S; (grossly offensive, disgusting or otherwise of ar
proposals OL obscene characterj contrary to the Criminal
commentst at | justice and Immigration Act 2008
contain or
relate to: Criminally racist material in the Ukto stir up X
religious hatred (or hatred on the grounds of
sexual orientation)t contrary to the Public Order
Act 1986
Pornography X
Promotion of any kind of discrimination X
Threatening behaviour, including promotion of X
physical violence or mental harm
Any other information which may be offensive t X
colleagues or breaches the integrity of the etho
of the Academy or brings the Academy into
disrepute
Using Trust or Academy systems for personal gain, e.g. to run a | X
business or accessing information for non-work-related matters
Using systems, applications, websites or other mechanisms that X
bypass the filtering or other safeguards employed by the Academ
Infringing copyright X
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Revealing or publicising confidential or proprietary information (e.
financial/personal information, databases, computer/network acce
codes and passwords)

Creating or propagating computer viruses or other harmful files

Unfair usage (downloading/uploading large files that hinders othe
their use of the internet)

Onrline gaming (educational)

Onrine gaming (non-educational)

Orline gambling

Onrine shopping/commerce

File sharing

Use of social mediaif not for the purpose of disparaging the
Academy, colleagues, pupils of their families

Use of messaging appsf not for the purpose of disparaging the
Academy, colleagues, pupils of their families

Use of video broadcasting, e.g. YouTubEnot for the purpose of
disparaging the Academy, colleagues, pupils of their families
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Official use of social media

Sycamore u Gs[official social media channel is on Twitter: SycamoreAcademy@sycamorelead

The official use of social media sites by Sycamore Acadeinyakes place with clear educational or
community engagement objectives and with specific intended outcomes. Postese sites will only be
at the discretion of the Headteacher and senior leadership team amst-&pproved social media
contractors.

The official use of social media as a communication tool has been formally risk asaessggbroved by
the Headteacher (Paul Worley) The Headteadissraccess to account information and login details for
our social media channels, in case of emergency, such as staff absence.

Official social media channels have been set up as distinct andadediaccounts for official educational
or engagement purposes only.

Official social media use will be conducted in line with existoigips, including but not limited to Anti-
bullying, Data Protection (GDPR), Confidentiality and Safeguarding.

All communication on official social media platforms by staff oralfedf the setting will be clear,
transparent and open to scrutiny.

Parents/carers and pupils will be informed of any official social mesBaalong with expectations for safe
use and action taken to safeguard the community.

Parents/carers will be informed of any official social media use withgupiitten parental consent will be
obtained, as required.

We will ensure that any official social media use does not exclude members adrtiraunity who are
unable or unwilling to use social media channels.

2.11 Streaming Media and Related Sites

ZASE u]vP[]* 83Z u 38Z} (}E AZzZ] Zommdnly Jigeo arillaudipsis delivered to an
end-user. The media is stored on one computer or server and, via the Intptagéd back on another.
Streaming media is not downloaded and stored on the receiving compstarwhole file, but is typically
viewed on demand via a web page. YouTube and Vimeo are examples of popular stieeahizg
websites.

L.E.A.D. Academy Trust recognises that teaching can be enriched by the use of streadiam the
classroom. However, there are many identified risks associated with this fygmtent.

As a member of staff using streaming media in the classroom you will be expected to adherdditothing
guidelines:
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Acceptable Use

The primary purpose for using streaming media is to enhance teachingaminlg within the school.
Streaming Media must only be used for legitimate teaching purposesopal use is prohibited.

Media content should be viewed from start to finish and a full assessmade of its suitability for the
intended audience. The content should be considered in the saayethat you would consider any other
resources used in your classroom.

Content must be assessed away from the view and earshot of students, prgferabstaff room or
*Jul]o EX D vC 0 «*E}}u W [« E }vitebdardssEnd prdjedorssaid maybe
configured for whole class display.

This must be considered when reviewing content.

Where a resource is deemed appropriate for use, it is recommended tisatidwnloaded and saved for
future use. This will prevent any issues with online content being rechovehanged. Separate tools are
required to download streaming media to a PC, and examples are available imrérest.

If it is not possible to download the resource then the video shouldi®sed prior to each use, to ensure
it remains suitable for the intended purpose.

Unacceptable Use
It is deemed inappropriate to view, create, access, download or publisériakthat is:

Pornographic or Adult

Racist, offensive, or derogatory

Obscene

Bullying

Violent

Fraudulent

Likely to cause harassment to others

Confidential

WE ip]] oS} SZ « Z}}o[s }E }uv Jo[s 5 ]JvS E *S-
Not relevant to the business of the school or Council
Likely to irritate or waste time of others

Likely to breach copyright

X X X X X X X X X X X X

It is accepted that the teaching of certain subjects may present the teeade resources that could fall
into one or more of the above categories. In such situations it is expeélctedhe subject matter is
presented in context; in a sensitive; balanced manner; and is appropaatbd age of the intended
audience.

It is also expected that any home / school contracts regarding religion, seatsahy parental wishes etc
are considered when selecting media content.
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2.12Mobile Technologyt Use of Mobile Phones and Personal Devices

Sycamore Academy recognises that personal communication through mobile technadquaetsof
everyday life for many pupils, staff and parents/carers. Mobile technology rtedats used safely and
appropriately within the setting.

Members of staff will ensure that use of personal phones and devices tekes ipl accordance with the
law, as well as, relevant policy and procedures, such as Confidentiality, SafeguBata Protection and
Acceptable Use policies.

Personal mobile devices should not be used during anyttaace time with the pupils. Personal devices
of any kind must be kept in a secure place out of sight of children.

Staff will be advised tcAmend as appropriate

- keep mobile phones and personal devices in a safe and secure loleked(in a
locker/drawer/cupboard) during lesson time

- | % u} Jo %Z}v e VvV % Ee}v o A] e+ «A]lS ZvSl(U}}E pE]ZEZ
lesson times and not on their person

- VeuE SZ S oM S}}SZ }E }SZ &€ (}Eue }( }luupv]] SMVME-p Z
disabled during lesson times

- not use personal devices during teaching periods, unless written permisambeen given by
the Headteacher such as in emergency circumstances

- ensure that any content bought onto site via mobile phones and personal deviaespsitible
with their professional role and expectations.

Members of staff are not permitted to use their own personal phones orogsvior contacting pupils or
parents/carers. Any pre-existing relationships which could underminenitiibe discussed with the DSL
(or deputy) and the Headteacher.

Staff will not use personal devices or mobile phones:
- to take photos or videos of pupils and will only use work-providadmygent for this
purpose
- communicate directly with pupils and will only use work-providegdipment during
lessons/educational activities.

If a member of staff breaches our policy, action will be taken in litie twe Trust Disciplinary Policy, and
where relevant, Managing Allegations Against Staff policy.

If a member of staff is thought to have illegal content saved or stored on denaione or personal
device, or have committed a criminal offence using a personal device or mobihe ptine police will be
contacted and the LADO (Local Authority Designated Officer) wilfdrened in line with our Managing
Allegations Against Staff policy.
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Officially provided mobile phones and devices
Some members of staff will be issued with a work phone number and ewdiess, where contact with
pupils or parents/carers is required.

School mobile phones are to be taken on all school offsite visits.

Sycamore Academy mobile phones and devices will be suitably protected via a pagassdetd/pin and
must only be accessed or used by members of staff.

Academy mobile phones and devices will always be used in accordance wikhdbgtable Use of
Technology Agreement and other relevant policies.

2.13Responding to Online Safety Incidents

All members of Sycamore Academy community will be made aware of the repprtiogdure for online
safety concerns, including breaches of filtering, cbiteehild abuse, including cyberbullying and youth-
produced sexual imagery (sexting), online sexual violence and harassment, onlineatesgloitation
and illegal content. Members of the community will respect ateritiality and the need to follow the
official procedures for reporting concerns.

Pupils, parents and staff will be informed of our complaints procedunct staff will be made aware of the
whistleblowing procedure.

We require staff, parents, carers and pupils to work in partnership wgtto resolve online safety issues.

After any investigations are completed, the leadership will debrief, iflel@ssons learnt and implement
any policy or curriculum changes, as required. If a member of staff hasdiemissed for gross
misconduct as a result of the misuse of devices or the internet, therHgmadteacher will inform the
Disclosure and Barring Service following the completion of the disaiplpmacess and in the case of a
teacher, the TRA.

If we are unsure how to proceed with an incident or concern,Di& (or deputy) will seek advice from the
Trust. Where there is a concern that illegal activity has taken place, Wweowthct the police using 101, or
999 if there is immediate danger or risk of harm as appropriate. In casbs, Academy leaders will
contact their HR Business Partner and their Director of Schools at theahaisake advice on how to
progress this matter internally.

If information relating to a specific incident or a concern needsd shared beyond our community, for

example, if other local settings are involved or the wider public may biska the DSL and/or Headteacher
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will speak with the police and the LA Safeguarding team first, $orenthat potential criminal or child
protection investigations are not compromised. The Trust DSL and the HR B&sirtess will also be
informed.

Concerns about staff online behaviour and/or welfare

Any complaint about staff misuse will be referred to the Headteacher,aardance with our Managing
Allegations Against Staff Policy.

Any allegations regarding a membg( 3 (([* }vo]v }v p § AlJoo  Ldealparhoriy]3z 32
Designated Officer (LADO and a Trust DSL)

Appropriate disciplinary, civil and/or legal action will be taken in acowrd with the Staff Code of
Conduct and Trust Disciplinary Procedure. Welfare support will be offerstaff as appropriate.

2.14 Procedure for Responding to Specific Online Safety Incidents
Online sexual violence and sexual harassment between children

Our Headteacher, DSL and appropriate members of staff have accessed and undirstDie Zexual
Violence and Sexual Harassment Between Children in Schools ssmke€[(2021) guidance and Part 5 of
the latest guidance irkeeping Children Safe in S} FUlll details of our response to chiba-child
abuse, including sexual violence and harassment can be found in @gu&eding policy.

Sycamore Academy recognises that sexual violence and sexual harassment between dnildiaka c
place online. Examples may include:

- non-consensual sharing of sexual images and videos

- sexualised online bullying

- online coercion and threats

- dpskirtinglU AZ] Z §C%] 00C JVA}oA « 5§ IJvP %] SISE}usv C
them knowing, with the intention of obtaining sexual gratificationcausing the victim
humiliation, distress or alarm. It is a criminal offence

- unwanted sexual comments and messages on social media

- online sexual exploitation.

Adults will always respond to concerns regarding online sexual violence and Baragsment between
children, regardless of whether the incident took place on our premises og osinequipment.

If made aware of any concerns relating to online sexual violence and sexual harassmauill;

- immediately notify the DSL (or deputy) and act in accordance with our Safegyy anraiil
Anti-bullying policies
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- if content is contained on pupi[personal devices, they will be managed in accordance
with the latest ( S£arching, Screening and Confiscation at Sdadwice

- provide the necessary safeguards and support for all pupils involvedasuch
implementing safety plans, offering advice on blocking, reportingrangving online
content, and providing appropriate counselling/pastoral support

- implement appropriate sanctions in accordance with our behavioucyoli

- inform parents/carers, if appropriate, about the incident andahib is being managed

- if appropriate, make referrals to partner agencies, suchag e &Esocipt @re and/or
the police

- if the concern involves children and young people at a differentcatonal setting, the
DSL will work in partnership with other DSLs to ensure appropattguarding action
is taken in the wider local community.

If a criminal offence has been committed, the DSL (or deputy) willstigbis with the police first to
ensure that investigations are not compromised and review the handliagyfncidents to ensure that
best practice was implemented, and policies/procedures are appropriate.

Sycamore Academy recognises that the internet brings the potential éointpact of any sexual violence
and sexual harassment concerns to extend further than the local communitypaadvfctim or alleged
perpetrator to become marginalised and excluded by online communities.

We recognise the potential for repeat victimisation in the futdrabusive content continues to exist
somewhere online.

To help minimise concerns, we will ensure that all members of the contynare made aware of the
potential social, psychological and criminal consequences of online segleadce and sexual harassment
by implementing a range of age- and ability-appropriate educational metasgsrt of our curriculum.

We will ensure that all members of the community are aware of sources of support negamaine sexual
violence and sexual harassment between pupils.

Youth-produced sexual imagerygexting)

Sycamore Academy recognises youth-produced sexual imagery (also kn@&@sxteg) as a safeguarding
issue; all concerns will be reported to and dealt with by thedteacher, DSL (or deputy).

We will follow the advice as set out in latest the non-statutory UKCISrred&haring Nudes and Semi-
Nudesand the local guidance. Yout¥e (E} W e Ep o JuP EC }E Z« AS]JVP[ ]+ (]v
and/or sharing of sexual photos and videos of and by young people whades the age of 18. It

includes nude or nearly nude images and/or sexual acts. It is an efferpossess, distribute, show and

make indecent images of children. This includes pupils themselves takingepiand/or sending these

images to others. The Sexual Offences Act 2003 defines a child, fourfh@ses of indecent images, as
anyone under the age of 18. The process for managing any incidents ofjsextiar Academy will be in

line with Government guidance found here in Part 2 of the documéntz EJvP Ep <Ew 4[u]
https://inege.com/wp-

content/uploads/2021/01/UKCIS_sharing_nudes _and_semi_nudes_advice for_educattomgsséf2.pdf
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Safer Working Practices provides further guidance on managing indecent images:

- ZIv38Z A vs}( vC ]v v3 Ju P ¢« }( Z]o & V]YE JvHASEO0 }w 3 C
the equipment should not be tampered with in any way. It shoukklared and isolated from the
network, and the DO contacted without delay. Adults should tietvgt to investigate the matter
or evaluate the material themselves as this may lead to a contaromaf evidence and a
% }ee] ]0]3C 8Z § §Z C Aloo § EJel }( %oE}e us]}v 8Z ue 0A <X

Sycamore Academy will ensure that all members of the community are made awéaie ftential social,
psychological and criminal consequences of creating or sharing yoattuged sexual imagery by
implementing preventative approaches, via a range of age- and ability-appropdatsational methods.

We will ensure that all members of the community are aware of sources of support negaingé taking
and sharing of youth-produced sexual imagery.

We will respond to concerns regarding youth-produced sexual imagery, regardlelkstbewthe incident
took place on site or using setting-provided or personal equipment. See/lder detalils.

Step 1t Disclosure by a student

Sexting disclosures will follow the normal safeguarding practices atdgmle (see Safeguarding policy)
and a member of the Safeguarding team will be involved as soon as possible.

A pupil is likely to be very distressed, especially if the image has bealatzd widely and if they do no
know who has shared it, seen it or where it has ended up. Thepedl emotional support during the
disclosure and after the event. They may need immediate protection or a reterpalice or social
services; parents should be informed as soon as possible (police advice permitting).

The following questions will help staff decide upon the best amofsaction:

Is the student disclosing about themselves receiving an image, sending an insg&iog an image?
What sort of image is it? Is it potentially illegal or is it inappropfiat

Are the Academy Child Protection and Safeguarding policies and practicgSdiwed?

How widely has the image been shared and is the device in their possession?

Is it an Academy device or a personal device?

Does the student need immediate support and/or protection?

Are there other pupils and/or young people involved?

Do they know where the image has ended up?

X X X X X X X X

Step 2t Searching a devicé what are the rules?

This policy allows for a device to be confiscated and securely staiteetdf is reason to believe it contains
indecent images or extreme pornographyvSHaring Nudes and Semi-NudeResponding to Incidents
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andS( Pu €& JvP z}luvP W, guitlamce fav caerging out searches is outlined. Our Academy will
follow this guidance. See below for brief notes of this gnaia

If it is decided that searching a mobile device is necessary, the followingioasdvill be implemented:

- the search will be conducted by theSDor a member of the leadership team aatlleastone
other person

- amember of the Safeguarding teawdlLLbe present

- Sycamore Academy will (where possible) make sure that the search is conducted by armembe
the same gender as the person being searched. However, if the image beingeskfancis likely
s} }( ]1(( & v8 P v & S} §Z %pth@nsthe d8Vive %il} emlyebd yiefved by a
member of the same gender as the person whose image it is.

If any illegal images of a young person are found, the DSL/Headteacheseuiliglthis with the police.

The Association of Chief Police Officers (ACPO) advises that, as a gamerat will almost always be

%o % E}% E] § 8} E ( E vC Jv] v3 JVAYoINWP «ZSPRBE Ajo]] ¥ AZ]\@P
Z E% EJu v3 o[ }IVH S UC %% E}% E] 3 0E ( EGS0N]8Z+A]%BZ TE] o
involves the young person sharing images of themselves.

Z E% E]u vs eonjwomply $dfers to that shared between two individuals (e.g. girlfrierdl a
boyfriend) with no intention to publish the images further.

Coercionis not a feature of such conduct, neither are requests for images sentdne person to
multiple other young persons.

Any conduct involving, or possibly involving, the knowledge or participafi@aults should always be
referred to the police.

I( v Z A£% E]u vS o ]vrdd te the]l pohcks th@&reasons for this should be recorded on the
A UC[e « ( Pp & JvP E % BXEWPEC[®S u t

Sycamore Academy will always put the young person first. We wnilt search the device if this will cause
additional stress to the student/person whose image has bedistributed. Instead, we will rely on the
description by the young person, secure the device and contact tbbge.

Staff will never:

- search a mobile device even in response to an allegation or disclosureis tikely to cause
additional stress to the student/young person UNLESS there is clear evittesioggest not to
do so would impede a police inquiry

- print out any material for evidence

- move any material from one storage device to another.

Staff will always:

- inform and involve the Safeguarding team who will ensure thatQBé (or Deputy DSL) is able
to take any necessary strategic decisions
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- record the incident. The Safeguarding team employs a systematic approaah riecitrding of
all safeguarding issues using MyConcern
- act in accordance with Academy Safeguarding procedures.

If there is an indecent image of a child on a website or a social networkenghgn the DSL/Headteacher
will report the image to the site hosting it and any other relevant agesisuch as social care.

Under normal circumstances, the team will follow the reporting praced on the respective website.
However, in the case of a sexting incident involving a child or yoursgmpewhere it may be felt that they
may be at risk of abuse, the team will report the incident directly to Caalieé
www.ceop.police.uk/ceop-reportso that law enforcement can make an assessment, expedite the case
with the relevant provider and ensure that appropriate action istako safeguard the child.

Step 3t What to do and not do with the image (If the image haedn shared across a personal mobile
device):

Sycamore Academy will always confiscate and secure the device(s), and close dainlothe device
J(( » *}}v * %}es] 0 X dZ]* u C % E A vs vClv &E u}A]JvP A] v ZE

We will never.

- view the image, unless there is a clear reason to do so or view it witlroadditional adult
present (this additional person does not need to view the imagecanthinly should not
do so if they are of a different gender to the person whose image has $iesed). The
viewing of an image should only be done to establish that there has aeéncident which
requires further action se&haring Nudes and Semi-NudeResponding to Incidents and
N(Pu & ]JVvP z}uvP W } % send, (Shde Brishvevthe image anywhere

- allow pupils to do any of the above.

If the image has been shared across the Academy network, a website or a sos@lknete at Sycamore
Academy will always block the network to all users and isolate the image.

We will never,

- send or print the image

- move the material from one place to another

- view the image outside of the protocols in the A u C Pafeguarding and Child
Protection policies and procedures.

Step 4t Who should deal with the incident?

Often, the first port of call for a pupil is a class teacher. Regardless of whattakdisclosure is made to,
they will act in accordance with the Academy Safeguarding policy, egsghaha member of the DSL and
a senior member of staff are involved in dealing with the incident.

The DSL (or in their absence the deputy DSL) will always record itteninen MyConcern. The
Headteacher will also always be informed, usually by the DSL. There mayane@s where the image
needs to be viewed and this should be done in accordance witlogols.
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Step 5t Deciding on a response

Sycamore Academy recognises that there may be many reasons why a pupil has emgagédgt it
may be a sexual exploration scenario, or it may be due to coercion.

t pv E+3 v 5Z 5 ]85 ] Ju%ke}ES v8 8} E uu @®BIEIHEAR[E} JA(CEU
this will depend on the nature of the incident. However, asd@ademy, we know it is important that
incidents are consistently recorded. It may also be necessary to assist the young ipersmoving the

image from a website or elsewhere.

If indecent images of a young person are found, we will:

- act in accordance with the Safeguarding policy

- store the device securely

- the DSL will assist the staff member to carry out a risk assessment in relati@youhg
person

- the DSL will make a referral (where necessary).

The DSL will contact the police (if appropriate). Referrals may be made tocsweialVhere a crime may
have thought to have taken place, the police are the first port of call.

Z}UVP % }%o0 AZ} Z A VP P v Z A% EJu vs ol ASAPPATE-Rv{-A]
E(EE 38} }83Z E £ Evo PVv]e (JE *p%hBES 3y PA] 3VuX}dZZe
will also be referred to social care at a point where the policé tiet this will not impede an

investigation.

dZ C}uVP % Ee-}v[e | C A}EI| E thaRcagdmymjldput the ne¥essary\safeguards in
place for the student, e.g. they may need counselling support or immegratection.

The DSL or deputy DSL will inform parents and/or carers about thembedd how it is being managed.

Step 6t Containment and prevention

dZ %op%]o JVAYoA Jv Ze A£3]vP[ u C vulnerdde for sonePtime vWeS$dognise
that they may will require monitoring by and support from a membestaff at the Academy. If there are

e« AZ E Z+« ES]VP] Ju « Al <% E JE §Z Eo]§CEibgioR, Ienshe $Z
AcademC AlJoo E Jv(}E §Z v (JE « ( E Z}VO]VE *FuE]}pXE pe]vP A

Other staff may need to be informed of incidents (but only on a need tovidpasis) and should be

prepared to act if the issue continues or is referred to by othepilgu Sycamore Academy, its pupils and
parents will be on high alert, challenging behaviour and ensuringieatictim is well cared for and

% E}S 8§ X dZ %op%]o[* % E v3e AJoOo HeudESZ 35 8F0C AA § Z%e ZA%S%
over the young person especially when they are online at home.

Creating a supportive environment for pupils in relation to thedident is very important.
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www.thinkunknow.co.ukand the South West Grid for learning have developed advice for young people at:
www.swgfl.org.uk/sextinghelp

There is also a lot of support and guidance for staff, pupils anchpaasers at NSPCC
https://www.nspcc.org.uk/preventingabuse/keeping-children-safe/sexting/

Legal position

At Sycamore Academy, we understand that it is important to be aware thatgypeaple involved in
sharing sexual videos and pictuig® committing a criminal offence. Specifically, crimes involving
indecent photographs (including pseudo-images) of a person less than 18 yeardalf agder Section 1
of the Protection of Children Act 1978 and Section 160 Criminal dustic1988. Under this legislation, it
is a crime to:

- take an indecent photograph or allow an indecent photograph to be taken

- make an indecent photograph (this includes downloading or opening an irhagéds
been sent via email)

- distribute or show such an image

- possess with the intention of distributing images

- advertise and possess such images.

While we realise that any decision to charge individuals for such offés@ematter for the Crown
Prosecution Service, it is unlikely to be considered in the puttéoast to prosecute children. However,
pupils need to be aware that they may be breaking the law.odlgin unlikely to be prosecuted, children
and young people who send or possess images may be visited by police and, arcsasiens, media
equipment could be removed. This is more likely if they have distributed isnage

Crime recording

Where the police are notified of incidents of youth-produced sexual imagery thegbdigeed, under the

Home Office Counting rules and National Crime Recording Standards, to teeandident on their crime
eCe3 ueX dzZ ]Jv] vs8 Aloo 0]*3 e Z EWAJoA SX]oGIuvd] % E}V :
This is not the same as having a criminal record.

However, there have been concerns that young people could be negaéffectedshould that crime be
disclosed, for example, on an enhanced Disclosure and Barring Service (DBS) check.

To mitigate this risk, the NSPCC has worked with the Home OffighamBSand provided policing with a

new way of recording the outcome of an investigation into youth-produced sexual mnagas is called
Outcome 21.
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Outcome 21

AECZEU[]E }E tmustBedssign€c &n autcome from a predefined list of outcome
codes. As of January 2016, the Home Office launched a new outcome code (©attpta help formalise
the discretion available to the police when handling crimes such as ywothiced sexual imagery.

Outcome 21 states:

Further investigation, resulting from the crime report, which couldigeogvidence sufficient to
support formal action being taken against the suspect is notamtlblic interest. This is a police
decision.

This means that even though a young person has broken the law and the gmliceprovide evidence
that they have done so, the police can record that they chose not toftakieer action as it was not in the
public interest.

Online abuse and exploitation (including child sexual abuse and sexualiorical exploitation)

Sycamore Academy recognises online abuse and exploitation, including aleusaland sexual or criminal
exploitation, as a safeguarding issue and all concerns will be reporteattdealt with by the DSL (or
deputy), in line with our Safeguarding policy.

Sycamore Academy will ensure that all members of the community are awargirdé child abuse and
sexual or criminal exploitation, including the possible grooming approachefhwnay be employed by
offenders to target pupils, and understand how to respond to concerns.

We will implement preventative approaches for online child abuseexqdbitation via a range of age- and
ability-appropriate education for pupils, staff and parents/carers.

We will ensure that all members of the community are aware of the support éaitagarding online
child abuse and exploitation, both locally and nationally.

t AlJoo vep®E 3Z 3 3Z Z o]l KW[ E %}d¢ L&D}V pUAE L ESibIEans ] €ES }
available to pupils and other members of our community. This can be accessté@ school website.

If made aware of an incident involving online child abuse and&xploitation, we will:
- act in accordance with our Safeguarding policies and the relevantdafejuarding
partnership procedures
- store any devices containing evidence securely
- if appropriate, make a referral to£] o &socipt care and inform the police via 101, or 999
if a learner is at immediate risk
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- carry out a risk assessment which considers any vulnerabilities of learnesieid,
including carrying out relevant checks with other agencies

- inform parents/carers about the incident and how it is being manaayediprovide support
and signposting, as appropriate

- provide the necessary safeguards and support for pupils, such as offering cmgnaell
pastoral support

- review the handling of any incidents to ensure that best practice iseim@nted; leadership
team will review and update any management procedures, where necessary.

We will respond to concerns regarding online abuse and exploitation, regaaflegeether the incident
took place on our premises or using setting provided or personal equipment.

Where possible and appropriate, pupils will be involved in decision-makeggpibpriate, they will be
empowered to report concerns themselves with support, for exampleeifciincern relates to online
sexual abuse via CEQRvw.ceop.police.uk/safety-centre/

If we are unclear whether a criminal offence has been committed, thd@Sleputy) will obtain advice
immediately through the Education Safeguarding team and/or police.

If made aware of intelligence or information which may relate to childigkeexploitation (on or offline), it
will be passed through to the police by the DSL (or deputy).

If members of the public or pupils at other settings are believed to haea largeted, the DSL (or deputy)
will seek advice from the police and/or the Education Safeguarding tediore sharing specific
information to ensure that potential investigations are not compromised.

Indecent images of children (IIOC)

Sycamore Academy will ensure that all members of the community are made awéaee pdgsible
consequences of accessin@Cas appropriate to the age and ability.

We will respond to concerns regarding 11OC on our equipment and/or persouignegnt, even if access
took place off site.

We will seek to prevent accidental access to 11IOC by using an InterneeS&nwwaeder (ISP) which
subscribes to the Internet Watch Foundation (IWF) block list and by mepieng appropriate filtering,
firewalls and anti-spam software.

If we are unclear if a criminal offence has been committed, the DSlegorty) will obtain advice
immediately through the police and/or the Education Safeguarding team.

If made aware of 110C, we will
- act in accordance with our Safeguarding policy and the relevant loegusaiding
partnership procedures
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- store any devices involved securely
- immediately inform appropriate organisations, such as the IWF and police.

If made aware that a member of staff or a learner hasdreinadvertently exposed to 110C, we will
- ensure that the DSL (or deputy) and L.E.A.D. IT are informed
- ensure that the URLs (webpage addresses) which contain the suspect imaggsoaiedre
to the IWF viavww.iwf.org.uk
- ensure that any copies that exist of the image, for example in emails, are deleted
- report concerns, as appropriate to parents/carers.

If made aware that 11IOC have been found on the settingyded devices, we will:
- ensure that the DSL (or deputy) and L.E.A.D. IT are informed

- ensure that the URLs (webpage addresses) which contain the suspect imaggsoaiedre
to the IWF viavww.iwf.org.uk

- inform the police via 101 or 999 if there is an immediate risk of hand,cZ | 0 Esocipd
care, as appropriate

- only store copies of images (securely, where no one else has access to thesletadad
other copies) following a written request from the police

- report concerns, as appropriate to parents/carers.

If made aware that a member of staff is in possession of l@CSycamore Academy-provided devices,
we will:
- ensure that the Headteacher is informed in line with our Managing Allegai\gainst Staff
policy
- inform the Local LADO, Trust DSL and other relevant organisations in aceowddmour
Managing Allegations Against Staff policy
- quarantine any devices until police advice has been sought.

Staff should take extreme care to ensure that children and young peopleat exposed, through any
medium, to inappropriate or indecent images.

There are no circumstances that will justify adults: making, downloadosggssing or distributing

indecent images or pseudo-images of children (child abuse images). Agabesie images, whether using

§Z o+ SS|JVP[e }E % E<+}v 0 <u]%u vSU }v }E }(( $Z %ESYYP 4 AE u |
material is illegal.

If IOCare discovered at the establishment or on the Académ}yE « $S]vP [+ ,<gn]ibbamediate

referral should be made to the Designated Officer (DO) and the police codtéctdevant. The
images/equipment should be secured and there should be no attempt to viedelete the images as this
could jeopardise necessary criminal action. If the images are of children kndiva $chool, a referral

«Z}uo o0} u §} Z]o & v[* *} ] o @& ]v o]lv A]l58Z 0o} o EE vP |

Under no circumstances should any adult use school or setting equigmeantess pornography. Personal
equipment containing pornography or links to it should never be broumgbtor used in the workplace.
This will raise serious concerns about the suitability of the adwtbntinue working with children and

young people.
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Staff should keep their passwords confidential and not allow ur@ighd access to equipment.

Cyberbullying

Cyberbullying, along with all other forms of bullying, will not be toledadt Sycamore Academy. Full
details of how we will respond to cyberbullying are set out in our Baliying policy.

Online hate

Online hate content, directed towards or posted by, specific membgktise community will not be
tolerated at Sycamore Academapdwill be responded to in line with existing policies, including
Safeguarding, Anti-bullying and Behaviour policies.

All members of the community will be advised to report online hatadoordance with relevant policies
and procedures. The police will be contacted if a criminal offensesigected.

If we are unclear on how to respond, or whether a criminal offence kas sommitted, the DSL (or
deputy) will obtain advice through the Education Safeguarding tdaast DSL and/or the police.

Online radicalisation and extremism

As listed in this policy, we will take all reasonable precautiomhsure that pupils and staff are safe from
terrorist and extremist material when accessing the internet on site.

If we are concerned that a pupil or adult may be at risk of rad@tdin online, the DSL (or deputy) will be
informed immediately, and action will be taken in line with our sateding policy.

If we are concerned that a member of staff may be at risk of radicalisatibne, the Headteacher will be
informed immediately, and action will be taken in line with thée§aarding and Allegations policies.

2.15Breaches

At Sycamore Academy, we understand that we have a duty of care to provide easaiad environment
for pupils and staff. We could be held responsible, indireablyttfe acts of employees in the course of
their employment. Staff members who harass, cyberbully, discriminate on thengsoof sex, race or
disability or who defame a third party may render the Academy or Talselito the injured party. As
result, we will act to address any infringements of this policy witiency.
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Responding to an Online Safety Concern Flowchart

Key Local Contacts

lllegal or Harmful i
gContaCt or On“ne Safety Designated Safeguarding Lead(s): Elaine
D EE— Concern Collins, Deputy Head Teacher
Conduct elainecollins@sycamoreacademy.co.uk
l Education Safeguarding Adviso r:
Inform the Designated ]
Safeguarding Lead T.h|s may Becky Hyder
include beckyhyder@leadacademytrust.co.uk
\ 4 CEOP,
Report to agencies, as FKLOGU &KLOGUHQTV VRELE®4FOD UH
i T o ial care
appropriate and in line socia ' LADO: 0115 876 5501
with child protection and/or the '
procedure police
, Il ,
lllegal Content Unsure Inappropriate Conduct
or Content
A 4 A 4
Accidental Deliberate Consult with Education
Exposure Safeguarding Team / Conduct Content
Trust DSL
Report t ¥
eport o Member -
Child Member of Headteacher in of Staff Child Report to
Staff line with / Internet
allegations policy and/or
Report | Filtering
to DSL Service
Report to DSL Provider
Consult ¢
i Possible Internal Actions
A 4 vxﬁh ;AIES?_/ Possible Internal Actions
. u >
Consult with x  Staff training _ o
Education x  Disciplinary action if X Sanctions (if deliberate)
Safeguarding Team / v deliberate +if member x  PSHE/citizenship
Social Care . of Staff, contact X Restorative JUSUCe
If criminal or personnel provider X Anti-bullying
child protection x Internal support, e.g. x  Parental work
Report to Internet | ¢ investigation counselling X School support e.g.
Watch Foundation required x Request counselling, peer
. support/advice from mentoring
(Www.lwf.org.uk), Education x Request support/advice
the police and/or Safeguarding Team from Education
social care, as X Support/advice from Safeguarding Team
appropriate Trust

v v v

Record incident, action taken and decision-making in line with child protection recording systems (MyConcern).
v Review policies and procedures and implement changes

National links and resources for staff/adults
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X CEOP:
o www.thinkuknow.co.uk
o0 www.ceop.police.uk

X Internet Watch Foundation (IWRyww.iwf.org.uk

X UK Council for Internet Safety (UKCI)w.gov.uk/government/organisations/uk-council-for-internet-
safety

X UK Safer Internet Centrarww.saferinternet.org.uk
o Professional Online Safety Helplimevw.saferinternet.org.uk/about/helpline
0 Report Harmful Content: https://reportharmfulcontent.com/

X Childnet:.www.childnet.com
0 Step Up Speak UpOnline Sexual Harassment Guidangew.childnet.com/resources/stepr-
speak-up/guidance-and-training-for-schools-and-professionals
o Cyberbullying Guidancemww.childnet.com/resources/cyberbullying-guidance-for-schools

X Internet Matters:www.internetmatters.org

X NSPCGyww.nspcc.org.uk/onlinesafety
o ChildLinewww.childline.org.uk

Net Awarewww.net-aware.org.uk

X 360 Safe Self-Review tool for schoalsw.360safe.org.uk

X  www.lucyfaithfull.org

The Marie Collins Foundatiowww.mariecollinsfoundation.org.uk

Safer Working Practices:

PDF

Guidance for Safer
Working Practices Mz
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Part 3t Academy and L.E.A.Bcademy Trust
(including L.E.A.DT)

3.1 Roles and Responsibilities

L.E.A.DIT (also known as the Network Manager Technical staff) :will

- ensurethatthe A uC[*s S Zv] o0 JV(E *SEU SPE ]Je = HE Vv ]
malicious attack

- ensure that the Academy meets required online safety technical requiresreamd any
Local Authority online safety policy/guidance that may apply

- ensurestaff/pupils may only access the networks and devices through a propeftyced
password protection protocol, in which passwords are regularly changed

- make sure that they keep up to date with online safety technicakmétionto effectively
carry out their role and to inform and update others as relevant

- ensure that the use of the network, internet, remote access and emaitislarly
monitored in order that any misuse or attempted misuse can be reportedeo th
Headteacher, IT Coordinator and online safety governor for investigatioardsanction

- make sure that monitoring software/systems are implemented and updated as agreed
Academy policies

- provide technical support and perspective to the DSL and Academy leguierah,
especially in the development and implementation of appropriateir@n$afety policies and
procedures

- implement appropriate security measures including SENSO as directed Dyustd .E.A.D.
IT and/or the leadership teano ensure that the Academy IT infrastructure is secure and
not open to misuse or malicious attack, while allowing learning oppdrasto be
maximised

- ensure appropriate technical support and access to our filtering angitoring systems is
given to the DSL and/or deputies to enable them to take appropridegsarding action
when required.

3.2 Academy Technical SecurityPasswords

Our Academy, alongside L.E.AlD.Serviceds responsible for ensuring that the Academy
infrastructure/network is as safe and secure as is reasonably gassand that:

- pupils can only access data to which they have right of access

- V} ue & <Z}uo o §} e Vv}SZ E][-llo\edqor-rhémitongS Z v S$Z
purposes withinthe A uCJ[e %}0] ] *°

- access to personal data is securely controlled in line withthe AuC[* % Ee<}v 0 §

policy
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logs are maintained of access by pupils and of their actions while piipiie system
there is effective guidance and training for pupils

there are regular reviews and audits of the safety and security of Academy cemput
systems

there is oversight from senior leaders, and these have impact on policgrantce.

Academy technical systems are managed by L.E.N.[3ervices, in ways that ensure that our Academy
meets recommended technical requirements for example:

there will be regular reviews and audits of the safety and security of Acatighygical
systems which will be reported to our academy each term for review at the governing body
meetings.

servers, wireless systems and cabling will be securely located and physical accessdestrict
appropriate security measures are in place to protect the servers, firewalls, switches,
routers, wireless systems, workstations, mobile devices etc from accidental @ioual
attempts which might threaten the security of the Academy systems aita d
responsibilities for the management of technical security are clearly assigned to
appropriate and well-trained staff and L.E.A.D. IT

all pupils have clearly defined access rights to Academy technical systems. @ietals
access rights available to groups of pupils will be recorded by the Networadédaand
will be reviewed, at least annually

pupils will be made responsible for the security of their usernamepassword, must not
allow other pupils to access the systems using their log-on details andmusdiately
report any suspicion or evidence that there has been a breach of sgcurit

the Network Manager is responsible for ensuring that softwaenle logs are accurate
and up to date and that regular checks are made to reconcile the nuofdeences
purchased against the number of software installations

mobile device security and management procedures are in place (where mebitzed are
allowed access to Academy systems)

Academy technical staff regularly monitor and record the activity of pupithemcademy
technical systems and pupils are made aware of this in the AUA

remote management tools are used by staff to control workstations and v {activity
an agreed policy is in place for the provision of temporary accegsiests|(e.g. trainee
teachers, supply teachers, visitors) onto the Academy system

the Academy infrastructure and individual workstations are protectgdipto-date
software to protect against malicious threats from viruses, worms, trojans etc.
personal data cannot be sent over the internet or taken off the Acadet@aysless safely
encrypted or otherwise secured.

The management of technical security will be the responsibility of tNetwork Manager.

3.3 Filtering and Monitoring

What is an internet filter?

An Afernet filter [is a typeof software that controls the content users are exposed to when intergctin
with the internet.
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Our approach to filtering

L.E.A.D. Academy Trust aims to provide a safe and secure educational enviranmbeichi our educators
and students can utilise dynamic and collaborative online learning.t@ie method that ensures our
students are safe while learning is with the use of an internietrfiAn internet filter is installed on all
student computers. Our internet filtering software protects studeffom material that is deemed
harmful or obscene. Our approach to internet filtering at L.E.A.D. Academy Tgusdesl by the Keeping
Children Safe in Education guidance and legislation. At L.E.A.D. AcadstmgUr academic leaders
collaborate with our technology department regarding decisions on whhblocked and what is allowed.

Our filter on Windows computers

The content filter we currently utilise on our Windows comgnstat L.E.A.D. Academy Trust is called iBoss.
Below is some summary information on how this filter impacts the estti@xperience.

Key web categories blocked:

gambling, entertainment
web proxies, file sharing
private websites

adult content

chat apps

Lot T et T ot WY ot W o S g )

sacial media (Twitter is allowed for staff; Facebook, Snapchat, Instagmatlocked).

Key web categories enabled:

{ Education, Dictionary
{ Business, Finance

{ Art, Food, News.
Forced features:

{ Safe Search Engine Search* (Safe Search is forced on and keywords notlidbtleesearch
engine are further screened by iBoss).

{ '}}Po o v /u P W] }ee[ Cv u] (]Jos CE]JvP }( '}}PO Ju P LU
ensuring the Acceptable Use of Technology policy is always enforcexbthithiting end-user access.

The filtering of internet content provides an important means of preventimgilg from accessing material
that is illegal or is inappropriate. The filtering system cannot, howguweride a 100% guarantee that it
will do so, because the content on the web changes dynamicallpewdechnologies are constantly
being developed. Filtering is only one element in a larger strategy for onlineg/ safdtacceptable use.
Sycamore Academy recognises that it is important that we have a filterimggsdo manage the
associated risks and to provide preventative measures which are relevant taubaai in this Academy.
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The responsibility for the management ofthe A uC[e (]Jo3 E]v R B&IEIY by heANetwork
Manager and L.E.A.D. IT. They will manage the Academy filtering and wilkkeegs/logs of changes
and of breaches of the filtering systems. These will be reported t@acatlemy each term,
retrospectively.

To ensure that there is a system of checks and balances artdtect those responsible, any changes
to the Academy filtering service will:

- be logged in change control logs
- be reported to a second responsible person (the Headteacher)
- be reported to and authorised by a second responsible person pridrdnges being made.

X Parents/carers will be informed of filtering breaches involving pupils.
X Any access to material believed to be illegal will be reported immediaidhye appropriate
agencies, such as the IWF, the police and/or CEOP.

3.4 Managing Personal Data Online

Personal data will be recorded, processed, transferred and made availabie onhccordance with
General Data Protection Regulations and Data Protection legislation. See GRPRPible Academy.
Full information can be found in our information security policychltan be accessed via the school
secure portal.

3.5 Social Media

At Sycamore Academy, we understand that we have a duty of care to provide aaaiad environment
for pupils and staff. We could be held responsible, indireablytHe acts of employees in the course of
their employment. Staff members who harass, cyberbully, discriminate on thendgsoof sex, race or
disability or who defame a third party may render the Academy or Talselito the injured party. As
result, we will act to address any infringements of this policy witiency.

Sycamore Academy provides the following measures to ensure reasonable stapplaceito minimise
risk of harm to pupils, staff, the Academy and the Trust through ligndiccess to personal information:

Training will include:

X acceptable use; social media risks; checking of settings; data protectioepoding issues
X clear reporting guidance, including responsibilities, procedures samctions
X risk assessment, including legal risk.

3.6 Electronic and Press Communication

Sycamore Academy will ensure its website, electronic communicatiorpartnts, tweets and other posts
Aloo A 33 Ve %o %o} ES C §Z d@Eup-+3]8%C}uangagingEducation. %o 1 0]
Sycamore Academy understands that it may put itself or the Trust at repo#tisk if it chooses not to
engage with our communications experts.
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Part 4 t Parents/Carers

4.1 Roles and Responsibilities

It is the responsibility of parents/carers to:

- read our Acceptable Use of Technology policies and encourage thdnechtio adhere to
them

- support our online safety approaches by discussing online safety issuesaiitichildren
and reinforcing appropriate and safe online behaviours at home

- role model safe and appropriate use of technology and social media anel lapithe Home-
School Agreement anéicceptable Use of Technology policies

- seek help and support from the Academy or other appropriate agen€idg®yi or their child
encounter online issues

- contribute to the development of our Online Safety policies

- use our systems and other IT resources, safely and appropriately

- take responsibility for their own awareness in relation to the risks and oppuisrposed
by the new and emerging technologies that their children access and use at home.

4.2 Education and Engagement

Sycamore Academy recognises that parents/carers have an essential role to playlingedildren and
young people to become safe and responsible pupils of the internet and assbtéahnologies.

We will build a partnership approach to online safety with parents/cabgrs

- providing information and guidance on online safety in a variety of fornfdis will include
individual support in online safety awareness as a need arises, termly signgptustinline
safety support and guidance for parents via Class Dojo and online saiatgg through
Coram Education

- drawing their attention to our Online Safety policy and expectatiormuinnewsletters and
other external communication (such as letters and social media channels) aswebur
prospectus and on our website

- requesting parents/carers read online safety information as part of joiourgcommunity,
for example, within our Home-School Agreement

- requiring them to read our Acceptable Use policies and discuss tHeatipns with their
children.

4.3 Use and Publishing Images and Videos Online

Parents/carers will only take videos and digital images of their childré&cademy events for their own
personal use (as such usevg$ }A E C sz S WE}S S]}v SeX d} E * %o
some cases protection, parents will be made aware that these images should pobl€hed or made
publicly available on social networking sites, nor should parents or cemerment on any activities
involving other pupils in the digital or video images.
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Parents/carers will not upload or add any images, videos, sounds dahebtould upset, threaten the
safety or offend any member of the Academy community.

4.4 Mobile Technologyt Use of Mobile Phones and Personal Devices

X Parents/Carers should ensure that they do not use mobile phones whilst oolgoemises unless for
emergency purposes or at the request of a member of staff to make contdtawother adult.

X Appropriate signage and information are provided to inform parerasécs of expectations of use.

X Visitors, including volunteers and contractors, who are on site for regular on@stkeperiods of time
are expected to use their mobile phones and personal devices in accordahoswvANJA and other
associated policies, including but not limited totifbullying, Behaviour, and Safeguarding.

X Members of staff are expected to challenge parents/carers if they have concernsfard the DSL
(or deputy) or Headteacher of any breaches of our policy.

4.5 Concerns about Parent/Carer Online Behaviour and/or Welfare

Concerns regarding parents/carers behaviour and/or welfare online will betexpto the Headteacher
and/or DSL (or deputy).The Headteachad/or DSL will respond to concerns in line with existing policies,
including but not limited to Safeguarding, Anti-bullying, ConmpgaiAllegations Against Staff, Home-School
Agreements Acceptable Use of Technology and Behaviour policies.

Civil or legal action will be taken if necessary.

Welfare support will be offered to parents/carers as appropriate.
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National links and resources

X Parent Zonehttps://parentzone.org.uk

X Parent Infohttps://parentinfo.org

X NSPCGyww.nspcc.org.uk/onlinesafety
o ChildLinewww.childline.org.uk

Net Awarewww.net-aware.org.uk

X 360 Safe Self-Review tool for schoelsrw.360safe.org.uk

X  www.lucyfaithfull.org

X The Marie Collins Foundatiomww.mariecollinsfoundation.org.uk

X Get Safe Onlineyww.getsafeonline.org
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Part 5 t Visitors

5.1Roles and Responsibilities

It is the responsibility of visitors to:

- read our acceptable use of technology agreements and to adhere to them

- role model safe and appropriate use of technology and social media anel lapid
Acceptable Use of Technology Agreement

- seek help and support from the Academy or other appropriate agentig®y encounter
online issues

- use our systems and other IT resources, safely and appropriately

- take responsibility for their own awareness in relation to the risks and oppiigsrposed
by the new and emerging technologies.

5.2 Mobile Technologyt Use of Mobile Phones and Personal Devices

X Visitors, including volunteers and contractors, should ensure that theyotlase mobile phones in
front of any children within the academy setting. They should use @i isiom or available office
space to make any calls relating to their visit to the academy.

X Appropriate signage and information are provided to inform parents/aesnd visitors of expectations
of use.

X Visitors, including volunteers and contractors, who are on site for regular on@teperiods of time
are expected to use their mobile phones and personal devices in accordahcawvirUA and other
associated policies, including but not limited to Anti-bullying, behayimud Safeguarding.

X Members of staff are expected to challenge visitors if they have concernsfamoh the DSL (or
deputy) or Headteacher of any breaches of our policy.
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Appendices

Appendix 1

Early Years and Key Stage 1D

X 1 only use the internet when an adult is with me.
x 1 only click on links and buttons online when | know what they do
X | keep my personal information and passwords safe.
x 1 only send messages online which are polite and friendly.
X | know that Sycamore Academy can see what | am doing online.
x | always tell a trusted adult if something online makes me feel unphappvorried.
x | can visitvww.thinkuknow.co.ukto learn more about keeping safe online.
x | know that if I do not follow the rules:
- My parents/carers will be informed
- l'will go on report to the Headteacher
X | have read and talked about these rules with my parents/carers.

Shortened version (for use on posters)

x | only go online with a growap.

X | 'am kind online.

X | keep information about me safe online.

x | tell a grown-up if something online makes me unhappy or worried.

Key Stage 2 (711)
Safe

| only send messages which are polite and friendly.
| will only post pictures or videos on the internet if they are appitgriand if | have permission.
| only talk with and open messages from people | know, and | onlyoclitkks if | know they are
safe.

x | know that people | meet online may not always be who they say they are. If seno&tine
suggests meeting up, | will immediately talk to an adult.

Trust

X | know that not everything or everyone online is honest or truthful.
| will check content on other sources like other websites, books oranithsted adult.
| always credit the person or source that created any work, image or text | use.

Responsible
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x | always ask permission from an adult before using the internet.
X 1 only use websites and search engines that my teacher has chosen.
X | use Sycamore Academy computers for schoolwork, unless | have permission otherwise
x Ihand my own personal devices/mobile phone to the office staff whenvegai schoal
X | keep my personal information safe and private online.
x | will keep my passwords safe and not share them with anyone.
x | AlJoo v}$§ ee }E Z VP }SZ & % }%0 [* (]JO « }&E JV(}E&uU S§]}v
x 1 will only change the settings on the computer if a teadhes allowed me to.
Understand
X | understand that the Academy internet filter is there to protect meg &mvill not try to bypass it.
X | know that my use of Sycamore Academy devices/computers and internet access will be

monitored.

X | have read and talked about these rules with my parents/carers.
x | can visitvww.thinkuknow.co.ukandwww.childline.org.ukto learn more about being safe online.
X | know that if | do not follow the Academy rules then:

- My parents/carers will be informed
- l'will go on report to the Headteacher
Tell

x If I am aware of anyone being unsafe with technology, | will repoot é teacher.

X /| oA Ce 3ol 8} v pod ](/[uVv}s «pE }usS ctws2VyoRPvi@&Z (Sehul
me feel worried or frightened.

X [( ]« VCSZ]VvP }vo]lv 8Z &/ «Z}po v[3 }E}EZ pSbor Ewdldninimise A} E
the page and tell an adult straight away

Shortened KS2 version (for use on posters)

| ask a teacher about which websites | can use.

| will not assume information online is true.

| know there are laws that stop me copying online content.

I IVYA / uped }voC }% Vv }vo]v u e« P o 37 & AGEV[3 §% V(]E[ A LE\Z E
speaking to an adult first.

| know that people online are strangers and they may not always be who theliesaare.

If someone online suggests meeting up, | will always talk to an aduljistiaivay.

| will not use technology to be unkind to people.

| will keep information about me and my passwords private.

| always talk to an adult if | see something which makes me feel worried.

X X X X

X X X X X

Pupils with SEND
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Pupils with SEND functioning at Levels 1P

| ask a grown-up if | want to use the computer.
| make good choices on the computer.
| use kind words on the internet.
Ifl e vCS8Z]vP §Z 8§/ }v[3 o]l }wp]lv U/ 8§ oo PE}Av
| know that if | do not follow the Academy rules then:
- My parents/carers will be informed
- 1 will be supervised by an adult at all times

X X X X X

Pupils with SEND functioning at LevétstL1

~ ¢ }v Z]o v §[e "D v&wv.Zhjiadnet o)

Safe
x | ask a grown-up if | want to use the computer.
X Ontheinternet,/ }v[S § 00 *SCE VvP (E+* uC v u
x | know that if | do not follow the Academy rules then:
- My parents/carers will be informed
- | will be supervised by an adult at all times
Meeting
x |tell a grown-up if | want to talk on the internet.
Accepting
X [ }v[S }% v u ]Joe (E}u SE vP E-
Reliable
X | make good choices on the computer.
Tell

X 1 use kind words on the internet.
X [( ] e vCSZ]vP 8Z 8§/ }v[3 o]l }wp]v U/ AlJoo § oo PE}Av

Pupils with SEND functioning at Levelsti2~ ¢ }v Z]o v S[e "D vwiwdv.Zhidnet\don)

Safe

x | ask an adult if | want to use the internet.
X | keep my information private on the internet.
x | am careful if | share photos online.
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X | know that if | do not follow the Academy rules then:
- My parents/carers will be informed
- I will be supervised by an adult at all times

Meeting

x | tell an adult if | want to talk to people on the internet.
x If | meet someone online, | talk to an adult.

Accepting

X | }v[S }% v u es P e (E}u SE VP E-~
x | check web links to make sure they are safe.

Reliable
X | make good choices on the internet.
X | check the information | see online.
Tell
X | use kind words on the internet.
X If someone is mean onlinetheh }v[8 G %0CU / « A 3Z u e P v <Z}A
X [( 1]« VvC3Z]vP }vo]lv 8Z 8§/ }v[5 oMo® / AlJoo 5 oo SEu-S
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Pupil Acceptable Use Agreement Form

Sycamore Academy Acceptable Use Agreement  =Pupil

I, with my parents/carers, have read and understood the Acceptable Use Agreement
(AUA).

| agree to follow the AUA when:

1. 1 use Sycamore Academy systems and devices, both on and offsite.

2. | use my own equipment out of the Academy, in a way that is related to me being a
member of the Sycamore Academy community, including communicating with other
members of the Academy or accessing Sycamore Academy learning or website.

IDPH e« BLIQHG «««««««««

EODVVceccc««« "DWH « « « « « « « «

ParentfV &BNMBPP H « « « €« €« € € € € € € € € &€ & K K (If appropriate )
ParentV &DWBHUQD W X U H « « « « « « « «({ @ppropriate )

"'DW H « « « « «
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Appendix 2
Acceptable Use Agreement forms for Parents/Carers

Parent/Carer Acknowledgement Form

Learner Acceptable Use Agreement: Sycamore Academy Parental Acknowledgment

1. 1, with my child, have read and discussed Sycamore Academy learner acceptable use
agreement (AUA). | understand that the AUA applies to the use of the internet and other
related devices and services, inside and outside of the setting.

2. | am aware that any internet and IT use using Sycamore Academy equipment may be
monitored for safety and security reason to safeguard both my child and the Academy
systems. This monitoring will be proportionate and will take place in accordance with data
protection, privacy and human rights legislation.

3. lunderstand that the Academy will take every reasonable precaution, including monitoring
and filtering systems, to ensure my child will be safe when they use the internet and other
associated technologies. | understand that the Academy cannot ultimately be held
responsible for the nature and content of materials accessed on the internet and using
mobile technologies.

4. 1, with my child, am aware of the importance of safe online behaviour and will not
deliberately upload or add any images, video, sounds or text that could upset, threaten the
safety of or offend any member of the Academy community.

5. lunderstand that Sycamore Academy will contact me if they have concerns about any
possible breaches of the AUA RU KDYH DQ\ FRQFHUQV DERXW P\ FK

6. | will inform Sycamore Academy or other relevant organisations if | have concerns over my
FKLOGTV RU RWKHWPBEGBEPRARP RK QIKWILHVY VDIHW\ RQOL

7. 1 know that my child will receive online safety education to help them understand the
importance of safe use of technology and the internet +both in and out of the Academy.

8. 1 will support Sycamore $ F D G HsPhHlne safety approaches and will encourage my child
to adopt safe use of the internet and other technology at home.

&KLOGTV IDPH««««ccww«c««« SSKhaluE fdk « « « « « « « (if appropriate )

EODVVecccccc«« "DWH « « « « « « « «

Parent§ & D U HIDIPWH « « « « « « « «€ € € & € & € & &

Parent§ &DUHMULIQPDWXUH«c«c«cccc«««« "'DWH«««««
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Parent/Carer Acceptable Use Agreement

1. 1 know that my child will be provided with internet access andweil a range of IT systentsaccess
the curriculum and be prepared for modern life while at Sycanfarademy.

2. | am aware that pupilfuse of mobile technology and devices, such as mobile ph@west permitted
at Sycamore Academy.

3. | am aware that any internet and technology use using Sycamore Academy equipmeg may
monitored for safety and security reasons, to safeguard both my child and theekyasl/stems. This
monitoring will take place in accordance with data protection (ideclg GDPR) and human rights
legislation.

4. | understand that te Academy will take every reasonable precaution, including monitoring and
filtering systems, to ensure that pupils are safe when they use the Acadeenget and systems. |
understand that Sycamore Academy cannot ultimately be held responsible for theeraaid content
of materials accessed on the internet and using mobile technologies.

5. | am aware that my child will receive online safety education to help thederstand the importance
of safe use of technology and the internet, both in and out of SycarAoademy.

6. | have read and discuss#us Sycamore Academy Pupdd Awith my child.

7. 1 will support Sycamore u C Bafeguarding policies and will ensure that | appropriately monitor
uC ZJ]o [* ue }( $Z ]JvsS EVAcademy ahd disCusZonline safety with them when they
access technology at home.

8. I know I can seek support from the Academy about online safety, such ag\&ythmore Academy
website, to help keep my child safe online at home.

9. | will support the Academy approach to online safety. | will rolel@ehgafe and positive online
behaviour for my child by sharing images, text and video online responsibly.

10. 1, together with my child, will not deliberately upload or add any imageégo, sounds or text that
could upset, threaten the safety of or offend any member of the Acadsrnymunity.

11.1 understand that a partnership approach to online safety is required. #nSy® Academy has any
}Jv. Eve }us ]8Z & uC }E uC Z]o [+ Z A]}pE PE&ESe § 3 }vo]v U

12.1 understand that if I or my child do not abide by Sycamore Academy AUA pajppeaction will be
taken. This could include sanctions being applied in line withAiteedemy policies and if a criminal
offence has been committed, the police being contacted.

13.1 know that | can speak to the Designated Safeguarding Legd, Z]Jo [« § Z & }& $Z , S
have any concerns about online safety.

| have read , understood and agree to comply with this Sycamore Academy Parent/Carer
Acceptable Use Agreement .

EKLOGTV 1IDPH&«®&&&KKKKK KKK KKK KK EODVYV ««««««K KKK

ParentfV &DUHUTNYV 1I1DPH«&«&®&CKKKKC KKK KKK Krrreirranninnrrarnnrsnrnnrens

Parent{V &DUHUYYV 6LIQDWXUHKCCCCKKK KK « KKK 'DWH « « « « « « « «




Appendix 3
Staff Acceptable Use Agreement

Context

ThisIndividual User Agreemenits intended to provide a framework for the use of L.E.A.D. Academy Trust
ICT resources. It seeks to clarify the principles for acceptable use of LE A®. Academy Trust.

Acceptable Use Agreement Forms for Staff

ICT is used throughout the Trust, both in administrative and leagongexts; however, there is an explicit
recognition that it must be used responsibly in line with thdi@nSafety policy and Acceptable Use of
Technology Agreement. It is a clear requirement of this policy that uséiseUCT within clear and
acceptable guidelines. It is of equal importance that our community asus® themselves protected as
far as is reasonably practicable from any potential harm that may result from eptdde, uninformed

and inappropriate use.

Tofacilitate the above, all users must:

x take full responsibility for their own use of new technologies, makisgre that they use
technology safely, responsibly and legally

X report any concerns regarding use of technology by pupils, staff @arents/carers without
delay to the DSL

x aPE 38} ] C v (}Joo}A z %S 0 e [CSEXHIUPZE]RWIH 3}
read

X understand and accept that sanctions may apply for breacheaafeptable use in line with the
Online Safety policy and Acceptable Use of Technology Agreemedttlis agreement, which
may include suspension, dismissal, or criminal prosecution.

Acceptable uséfis treating equipment with care, ensuring it is secure and utilisimga way that is not
illegal or may bring either the individual or the Trust into disrepute. @diey considers appropriate use
under different headings which seek (though not exhaustively)anfglhow equipment should be used
within the context of a learning environment.

Key aspects

The information below covers the principles of use for key aspects ctlC’E.A.D. Academy Trust. The
separate guidance information is to inform users of specific detail relating toTise.information may
change very quickly and will be updated on a regular basis. Thisoaddiinformation is designed to clarify
the policy. Random checks will be undertaken to ensure that users arelyiogvith this policy.

1. Name:

Position:
Department:

Access rightsinsert the detailed access rights to be granted in terms GDPR-C DOC 9.[1ahd levels of
confidentiality the user is entitled to access.

User access request originated by: HR Department
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[Date]

User access request approved by:  Manager/Executive (generic/line)
[Date]

User access request approved byiAsset owner(s)]
[Date]

User acceptance of access rights and responsibilities as set out agtksment:

Signed and agreed by staff member:

[Date]

User access name allocated:

Email address allocated:

Data storage file allocated:

User access request processed IT Department

[Date]

1.1 1, |, accept that | have been granted the access rights defined in this agreement t
those organisational information assets also identified in this agreement.

1.2 lunderstand and accept the rights which have been granted, | urateighe business reasons for
these access rights, and | understand that breach of them, and specificaligtampt to access
services or assets that | am not authorised to acddassluding any attempts to read, copy, modify
or remove any personal data without prior authorisatioimay lead to disciplinary action and
specific sanctions.

1.3 I also accept and will abide by L.E.A.D. Academy [Trustv § @M i&s email policy and its
Information Security Weakness and Event Reporting policy. | underdtanhébilure to comply with
this agreement, or the commission of any information security breaches, may lghd tovocation
of L.LE.A.D. Academy Trdist ]+ ]%0]v EC % }0o] CX

1.4 1 acknowledge that | have received adequate training in all aspects osengf L.E.A.D. Academy
Trust[ « 3t@ms and of my responsibilities under this agreement.
| acknowledge that files stored on the network is the property of LLE.Academy Trust.

1.5 | acknowledge that any sections of this document are also subject toRbileiction and
Safeguarding policies.

1.6 lunderstand that L.E.A.D. Academy Trust has legal duties in respect of the sdifegaad
protection of pupils. Staff are required by L.E.A.D. Academy Trust polityuige the contents of
any communication that they become aware of, to the Head Teacher or otmemated Designated
Safeguarding Lead, if, in their opinion, the content gives rise to any pattenncern for a pupi
wellbeing. These communications may in turn be shared with other statutmstieb charged with
child protection as required by law.
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2. Passwords

2.1 My username and password will be issued in line with L.E.A.D. Academy<TrisstE} pE (}E
authorising and issuing them.

2.2 1 will change my initial temporary password at first lmg-

2.3 1 will select and use passwords that are at least eight characters irhleargtalpha-numeric, are not
based on any easily guessable or memorable data such as names, dates of birtlortelepmbers
etc., are not dictionary words and are free of consecutive identi¢aluaheric or all-alphabetic
characters.

2.4 1 will keep my password secret and will not under any conditions diviulger share it with anyone,
nor will I write it down and leave it anywhere that it can easéyfdiwund by someone else or record it
anywhere without having obtained the specific authorisation of the Inforaraecurity Manager to
do so.

2.5 Passwords can be shared with ICT Support where needed.

2.6 1 will not store my password in any automated logprocess.

2.7 1 will change my password at intervals as required by L.E.A.D. Academy Trust, atiémpt to re-
use passwords or use new passwords that are in a sequence, and will champgssword more
frequently if there is evidence of possible system or password compromise.

2.8 1 will not use the same password for organisational and personal use.

2.9 Under no circumstances will | attempt to disguise or mask my identity.

2.10 1 will not attempt to breach the technical safeguards set up to safegugrdetwork access.

3. Clear desk policy, screensavers and information reproduction

3.1 lunderstand that | am required to ensure that no confidential or red information (in paper or
removable storage media format) is accessed or shared without a legitimate workereéstson or
purpose. | confirm none of the afore mentioned are left on my desk, in nayars, or left in or near
reproduction equipment (photocopiers, fax machines, scanners) when | am nidéitance and
will ensure that such information is secured in line with L.E.AAcBdemy Truste « HE]SC
requirements as set out in GDPR-C DOC 8.2.

3.2 lunderstand that | am required to ensure that no one is able to access mgtatiok when | am not
in attendance and that | must have a password-protected screensaveopgatites within 30
minutes of no activity or which | activate when | leave the workstatioattended.

3.3 1 know that | am required to terminate active computer sessions when | hasédd them and to
log off (i.e. not simply turn off the computer screen) whenever | am finished agdmd that the
workstation is to be protected by appropriate key locks when | am away fromuttairg.

3.4 1 accept that | am not allowed to use personal storage media, MP3 players, cigiatas and
mobile phones with photographic capability.

3.5 | accept that | may only use L.E.A.D. Academy TRUSE %o E} p $]A  <pu]%u vE ~%Z}5}
machines, scanners) for proper organisational purposes and that | will etimirewill use facilities
that are appropriate for the classification level of any informatiothwihich | am dealing.

4. Mobile devices

4.1 In line with the principles of the policy overall, any mobiledebe utilised appropriately and
responsibly.

42 |8 ] 8Z pe E[* E *%}ve] ]o]3 CesSgre enapldd thicligh nedligeh@e pny mobile
device brought onto L.E.A.D. Academy Trust premises should be virus free and checkedwara
basis.
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4.3 ltis the responsibility of any user who uses a mobile device to ensure thatgeaxfistored data.
Data must not be downloaded and copied from the network or attached mashunless you have
the appropriate authority to do so.

4.4 All mobile devices should be password protected. L.E.A.D. Academy Trust reserves tloereifyisiet
the ability to connect mobile devices to the L.E.A.D. Academy Trust networkrnétase, if it feels
such equipment is being used in a way that puts the Trust systemsataddrisk.

4.5 L.E.A.D. Academy Trust accepts no responsibility for the safety of any supment, and it is
brought into Trust at the user's own risk.

5. Internet Use

5.1 Users of L.E.A.D. Academy Trust equipment should use the internet réspansi proportionately
The internet is a rich resource base for learning; however, websites shmildccessed with
appropriate caution and shouldoh detract from other key work tasks. If an inappropriate website is
accessed by accident, this should be reported to a member of SLT wtiewiliaise with the Network
Manager. Users must not access/use websites that are inappropriate (these includ¢éesebat are
unlawful, obscene, of pornographic, abusive or adult material).

6. Use of Social Networking Websites and Online Forum:

6.1 Users are prohibited from using Trust equipment for accessing social neétgaikes or online
forums not directly linked to educational purposes. Any use of thesedimsd not damage their
personal standing or the standing of L.E.A.D. Academy Trust. Social netwddgng\sie users to
participate in informal ways that can leave users open to abuse.

6.2 | will not create Academy-based social media accounts unless they are fully appydte
Headteacher and the Trust IT department.

6.3 | will not use social media in any form to bring the Academy or Titosdisrepute when sharing
posts or messages.

7. Software

Users have a clear responsibility to ensure they do not jeopardise ititegrity, performance or
reliability of computer equipment, software, data, and othestored information. The integrity of the
computer systems is put at risk if users do not take adequate precautiogaiast malicious software.

7.1 1 will ensure that no attempts are made to disable or overridedn..E.A.D. Academy Tr{ist
installed software, including anti-malware software, firewalls antbmatic updating services.

7.2 | accept that | may not download from the internet or install oy @arganisational computer or other
device any software of any sort for which L.E.A.D. Academy Trust does not haveieeral&ldnd
that has not had the prior authorisation of the Director ofllfecognise that this prohibition includes
freeware, shareware, screensavers, toolbars and/or any other programs that might be bevailab

7.3 lrecognise that L.E.A.D. Academy TrustE <pu]E u vSe ]v Cacedptable yge dfaMlicrosoft
Teams facilities and will abide by it.
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8. Data control and legislation

8.1 | will obtain the written authorisation of the Data Protection OffiGIDPR Owner for the storage of
VC % Ee<}v o S ~u]v }E LEQI. AcademyeTrffst }u%opusS E& *CeS ueX
8.2 I will ensure that | abide by any legal requirements in respect of my cemysg, including privacy

and data protection regulations.

9. Backup and information classification

9.1 | acknowledge that | am responsible for ensuring that all infeaom@n my workstation is correctly
classified and labelled in line with the requirements of GDPR-C320Kwill ensure that this
requirement is complied with.

9.2 lacknowledge that | am responsible for backing up information on mysteikn by periodically
restarting my laptop to ensure updates take effect.

9.3 | understand that | am required to store all data on company netdovies and L.E.A.D. Academy
Trust SharePoint and that | may not store information on the C:Drive of my dempu

10. Maintenance and IT equipment (to include infrastructure)

ICT equipment is a valuable learning and administratresource. All ICT equipment must be handled
with care and respect.

10.1 | accept that | am responsible for the physical security of my workstatidnwill report any faults
immediately to ICT Support.

10.2 [l understand that | should not leave my IT equipment in my car unattendétkidaytime or
overnight.

11 Audit and security monitoring

11.1  During the six-monthly audits, a random selection of usens each school will take place to
determine rules put in place are covered. Any user types that fail will rhe#imer tests must be carried
out on that school.

12.Email use

The following rules are required by law and are to beictly adhered to. It is prohibited to:

12.1 Send objectionable material such as pornography and sexually gagésit

12.2 Use L.E.A.D. Academy Trust email systems to engage in conduct that amédikd illegal,
immoral or unethical.

12.3 Send offensive or discriminatory messages based on race, age, disabilities, gender, sexual
orientation, or religious or political beliefs or other basis thairistected under applicable law.

12.4 Use email to advertise or otherwise support unapproved or illegal activities.

12.5 Use email in any way that reflects poorly on L.E.A.D. Academy Trust nanteticepand image.

12.6 Exchange gossip about themselves or others, or rumours, exaggerated claims and unsubedtantiat
opinions relating to the Trust or individual employees.

12.7 Send or forward emails outside of the Trust with personal data, utibessontentsare encrypted.
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12.8 Respond to any email that asks for personal or corporate account information, passarasohilar
information. It is likely to be a phishing attempt. Immediately delet@nil report the email to ICT
Support.

12.9 Send or forward emails with an attachment that knowingly containsus vi

12.10 Forge or attempt to forge email messages.

12.11 Disguise or attempt to disguise your identity when sending mail.

12.12 Sendemailu ¢* P ¢ pe]vP Vv}8Z E % CE }wifhouuso v }UMSpu o[e }E o]v
u v P u vErfjoewledge or permission.

12.13 The L.E.A.D. Academy Trust email system is to be used for educatiorisaness
communication. Therefore, the sending of personal emails, chain lettersmaiikjokes and
executables is prohibited.

12.14 All messages and files distributed via the email system, servers and transpdranisms are
L.E.A.D. Academy Trust property and there should be no expectation of any priaagysach
messages or files.

12.15 It is prohibited to use personal email when it interferes wiah jesponsibilities such as fateface
teaching or other duties such as dinner duties or playtime duties.ifi¢clisdes spending what is
deemed to be disproportionate, unreasonable or unwarranted time on eataivities.

12.16 All email header information, content and attachments are copiedamtived into a separate
location from the email server for an indefinite period and can dreyeleted by authorised
personnel.

12.17 All emails are recoverable and can be used as evidence, if appropriate.

12.18 If you receive any offensive, unpleasant, harassing or intimidating messages via theyemare
requested to inform the ICT Team immediately. It is important that weeteah emails as quickly
as possible.

12.19 Employees who feel that they have cause for complaint because of email cooations should
raise the matter initially with their immediate Line Manager. If necessary,dhgtaint can be
dealt with under the grievance procedure.

Further notes on email etiquette

Writing emails:

x All email messages must be appropriate and professional. Write well-structuredtseand
use short, descriptive subjects and clear sentences that are to the point.

X The use of internet abbreviations (Talk 2 U soon) and emoticehs@wever, is not
recommended.

x Do not write emails in all capitals as this may be interpreted as shoutishgsagenerally
considered unprofessional.

x Do not use cc: or bcc: fields unnecessarily or excessively.

x Ensure that everyone copied knows what action, if any, to take.

13. Revocation and change of access rights

13.1 Line Managers will let ICT Support know in advance of staff leavers or chaageess$ rights for
3 ((Jv Av AZ @ A E %}e*] 0 }E Al3Z]v Vo Z}3Ev ops] v v}
external parties who have been granted access.
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Document owner and approval

The Information Security Manager is the owner of this user agreement temghatés responsible for
ensuring that it is reviewed in line with the review requirementshef GDPR.

A current version of this document is available to all members of staffi@ih.E.A.D. Academy Trust
SharePoint and was published in June 2020.

This user agreement template was approved by the Chief Information Se@ifiter (CISO) dnate| and
is issued on a version-controlled basis under his/her signature.

Signature: Date:

Change History Record

Issue | Description of Change Approval Date of Issue
1 Initial issue Lee Jepson 16/04/2018
2 Updates L.E.A.D. June 2020

Academy Trust

Appendix 4
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Visitor and Volunteer Acceptable Use Agreement
For visitors and volunteers (and staff) who do not have acdesschool/setting ICT systems.

* % E}( **]}v 0 }EP v]e 3]}v A]S3Z E *%o}ve] J0]PCIU¥B EZ]o3E X [3 «0(
members of the community, including visitors and volunteers, are awareeaf pinofessional
responsibilities when using technology. ThigAwill help Sycamore Academy ensure that all visitors and
volunteers understand the Academexpectations regarding safe and responsible technology use.

Policy scope

1. lunderstand that this BWPapplies to my use of technology systems and services provided to
me or accessed as part of my role within Sycamore Academy both professionally and
personally. This may include use of laptops, mobile phones, tablets, digiiteras and email
as well as IT networks, data and data storage and communication technologies.

2. lunderstand that Sycamore Academy AUA should be read and followed in lingagvith
Academy staff Code of Conduct Policy.

3. | am aware that this AUA does not provide an exhaustive list; visitars@nnteers should
ensure that all technology use is consistent with the Academy ethos, Syc#&oademy staff
Code of Conduct and Safeguarding policies, national and local educatiahid protection
guidance, and the law.

Data and image se

1. I will ensure that any access to personal data is kept in accordancBatatProtection
legislation, including GDPR.

2. Any images or videos of pupils will only be taken in line wighAtademy Online Safety
policy.

Classroom practice

1. | am aware of the expectations regarding safe use of technology in the classnoloother
working spaces, including appropriate supervision of pupils, agmedtin the Academy
Online Safety policy.

2. 1 will support teaching staff in reinforcing safe behaviouemdver technology is used on site
and | will promote online safety with the children in my care.

3. lwillimmediately report any filtering breaches (such as access to illeggrapriate or
harmful material) to the BLin line with the Academy Safeguarding policy.

4. | will respect copyright and intellectual property rights; | @bliain appropriate permission to
use content, and if videos, images, text or music is protected, | willapyt, cshare or
distribute or use it.
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Use of socibBmedia and mobile technology

1.

| have read and understood the Academy Online Safety Policy which ecpextations
regarding staff use of social media and mobile technology.

| will ensure that my online reputation and use of technology is cdiblgawith my role
within the Academy. This includes my use of email, text, social media, sdeiarkiag,
gaming and any other personal devices or websites.

| will take appropriate steps to protect myself online as outlined in@méine Safety policy.

| will not discuss or share data or information relating to pupilsf,stahool/setting business or
parents/carers on social media.

| will ensure that my use of technology and the internet will not undaenmy role, interfere with
my duties and will be in accordance with theademy Online Safety policy and the law.

My electronic communications with pupils, parents/carers and other professomilonly
take place within clear and explicit professional boundaries arlwilransparent and open
to scrutiny.
a) All communication will take place via school-approved communicationreia such as
via a school-provided email address or telephone number and not viamedrdevices
or communication channels such as via my personal email, social networking account
mobile phone number.
b) Any pre-existing relationships or situations that may compromise thideviliscussed
with the DSL or Headteacher.

If I have any queries or questions regarding safe and professional practise ottigrarei
Sycamore Academy or off site, | will raise them with the Designated Safeguardingnidead
the Headteacher.

| will not upload, download or access any materials which are illegal, suchdsestual
abuse images, criminally racist material, adult pornography covered by the Obscene
Publications Act on my business or personal devices.

| will not attempt to access, create, transmit, display, publish or forward angnmahbr
content online that is inappropriate or likely to harass, cause o#gmzonvenience or
needless anxiety to any other person.

I will not engage in any online activities or behaviour that could compromiseaofggsional responsibilities
or bring the reputation of the Academy or the Trust into disrepute

Policy breaches or concerns
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1. 1 will report and record concerns about the welfare, safety or behaviouupilgpor
parents/carers to the Designated Safeguarding Lead in line with thdeity Online Safety and
Safeguarding policies.

2. 1 will report concerns about the welfare, safety or behaviour of staff toHbadteacher, in line
with the allegations against staff policy.

3. l understand that if the Academy believes that if unauthorised anav@ppropriate use, or
unacceptable or inappropriate behaviour is taking place online, tlaelédmy may invoke its
disciplinary procedures.

4. | understand that if Sycamore Academy suspects criminal offences have octherpdlice
will be informed.

| have read, understood and agreed to comply with Sycamore Academy visitor/volunteer
Acceptable Use Agreement when using the internet and other associated technologies,
both on and off site.

Name of visitor/volunteer R R Y R Y Y R Y Y™™

6LIJQHG DG R g R QA PP

Date (DDMMYY) I EZZ ZZZZZ A R X
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Appendix 5
Wi-Fi Acceptable Use Agreement

e % E}( *¢]}v 0 JEP v]e §]}v A]3Z E dejduerdin it3sgmpbaant thaballE v [«
members of the Sycamore Academy community are fully aware of the boundaries and requsemhen
using the Academy Wi-Fi systems, and take all possible and necessary measures tal atatact
information systems from infection, unauthorised access, damage, loss, abuskeedind

This is not an exhaustive list and all members of the Sycamore Academy commeméynarded that
technology use should be consistent with our ethos, other appropriateipsland the law.

1. The Academy provides Wi-Fi for the Sycamore Academy community and allows aceessdbion
use.

2. | am aware that the Academy will not be liable for any damages or ctdiarsy kind arising from the
use of the wireless service. The Academy takes no responsibility for theétygesafety, theft,
insurance and ownership of any device used within the Academy premises tiwdttie property of
the Sycamore Academy.

3. The use of technology falls under Sycamore Acaded® Anline Safety, Code of Conduct and
Safeguarding policies, which all pupils/staff/visitors and volurg@eust agree to and comply with.

4. Academy-owned information systems, including Wi-Fi, must be used lawfutigetsiand that the
Computer Misuse Act 1990 makes the following criminal offences: to gairthoréed access to
computer material; to gain unauthorised access to computer material ivtént to commit or
facilitate commission of further offences or to modify computer material authauthorisation.

5. I will take all practical steps necessary to make sure that any equipment cedrecthe Academy
service is adequately secure, such agaxolate anti-virus software and systems updates.

6. Use of the Academy wireless service is done at my own risk. By using this servicewlexia that
security errors and hacking are an inherent risk associated with any wirelessriket confirm that
knowingly assume such risk.

7. The Academy accepts no responsibility for any software downloaded and/atl@dstemail opened, or
sites accessed viathe A uC A]JE o0 ++ « EA] [+ }vv §]}v 8§} §Z ]vs Ev §X
equipment for any reason including, but not limited to, viruses, idemiigft, spyware, plug-ins or
other internet-borne programs is my sole responsibility; and | indenamt/hold harmless the
Academy from any such damage.

8. The Academy accepts no responsibility regarding the ability of equiproamed byme, to connect to
the Academy wireless service.

9. I will respect system security; | will not disclose any password or secudtyniation that is given to
me. To prevent unauthorised access, | will not leave any information system unettevithout first
logging out or locking my login as appropriate.
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10.1 will not attempt to bypass any of the Academy security and filtering systemisvenload any
unauthorised software or applications.

11.My use of Sycamore Academy Wi-Fi will be safe and responsible and will aénayesclbordance with
the Academy AUA and the law including copyright and intellectugigaty rights. This includes the use
of email, text, social media, social networking, gaming, web publications andlerydevices or
websites.

12.1 will not upload, download, access or forward any material which is illega&ppropriate or may
cause harm, distress or offence to any other person, or anything whidd boing Sycamore Academy
into disrepute.

13.1 will report any online safety concerns, filtering breaches or receiptagfgropriate materials to the
Designated Safeguarding Lead as soon as possible.

14.1f | have any queries or questions regarding safe behaviour online, | will diseassvith Designated
Safeguarding Lead or the Headteacher.

15.1 understand that my use of Sycamore Academy Wi-Fi may be monitored and recoetesiite policy
compliance in accordance with privacy and data protection legislalfiéine Academy suspects that
unauthorised and/or inappropriate use or unacceptable or inapproprikaviour may be taking
place, then the Academy may terminate or restrict usage. If Sycamore Academy susatttis t
system may be being used for criminal purposes, the matter will be braaghe attention of the
relevant law enforcement organisation.

| have read, understood and agreed to comply with Sycamore Academy Wi-Fi acceptable
Use Agreement.

Name LS GO GO G CER (O (AR G CER COE (O (O GO R GO SO (AR G GO GO GO (O (O GO R O (O (O R (¢

6LIQHG «awwawaw« Date (DDMMYY) « « « « « «

Appendix 6

Renote Learning and Working Guidance
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Remote learning, also often referred to as distance learning, is simply athethearning which does not
bring pupils into facge-face contact with the teacher in a physical location. It means pogiidearn away
from the classroom and often employs online methods such as webinars, erAgaline-streaming or the
ability to download resources and materials.

This guidance has been developed in line withthe A uC [+ ~ ( P u pdicywaRd the Online Safety
policy. In using this guidance, the Academy community must follow theserarching policies as the
basis for providing remote learning.

This remote learning guidance aims to:

- ensure consistency in the Academy approach to remote learning

- set out expectations for all members of the Academy community with regardsnote
learning

- provide appropriate guidelines for data protection.

Staff

Staff should always discuss any general concerns or potential policy breeth#ése DSL or a member of
leadership staff as soon as possible.

Resources should be used in line with existing teaching and learningpadlaing licensing and copyright
into account.

Staff should continue to follow professional behaviour expectations andtmaiprofessional boundaries
in relation to personal online behaviour expectations.

Staff should always use school-approved communication channelsarnd use any personal accounts;
where possible staff should use school provided devices. Using persomélmsedia accounts or direct
messengers with learners or parents/carers can undermine safeguarding policies ancataeesl and
staff at risk of harm and allegations.

Staff are responsible for:

Setting work:

x For children in their year group

x Ensuring Maths, English and Reading are the main focus with one wideulum area.
X Work set by 8.30am each day

x Work uploaded onto class Dojo

Providing feedback on work:

x Use Class Dojo to feedback to individual pupils

Keeping in touch with pupils and parents:
X Weekly contact with all parents via Class Dojo
X Weekly contact by phone with identified vulnerable children

X Only answer emails and messages within working hours (84rd0pm)
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X Pass any complaints onto the phase leader, DHT, HT, DSL as appropriate

Attending virtual meetings with staff, parents and pupils
x Dress appropriately as if in school

x Select a private location with no children present and an appropiaick ground. Blur the
background if at all unsure.

Subject Leads/SENCO
Alongside their teaching responsibilities, as outlined above, gdb leads are responsible for:

X Considering whether any aspects of the subject curriculum need to ehltargccommodate
remote learning

X Working with teachers teaching their subject to make sure work set isogpipte and consistent

X Working with other subject leads and senior leaders to make sure workcsess subjects is
appropriate and consistent, and deadlines are being set an appropriaendistaway from each
other

X Monitoring the work set by teachers in their subject using Class Dojo.

X Alerting teachers to resources they can use to teach their subject

Senior Leadership Team/Headteacher
Alongside any teaching responsibilities, senior leaders are responsible for:

x Coordinating the remote learning approach across the Acadey C}u[A <*]Pv  }v u |
of staff to lead on this, highlight them here

x Monitoring the effectiveness of remote learnirlg £ %0 v Z}A §Z C[oothfpu§E]+U p
regular meetings with teachers and subject leaders, reviewing work set or regahirfor
feedback from pupils and parents

X Monitoring the security of remote learning systems, including data pratacind safeguarding
considerations

Designated Safeguarding Lead
The DSL is responsible for:

X Acting, in a timely way, on any safeguarding concerns in line witsdheol Safeguarding Policy
x Liaising with outside agencies using secure email or telephone communication

IT staff/L.E.A.DIT
Are responsible for:

x Fixing issues with systems used to set and collect work

X , 0%]VP 8 (( v % @E v3e A]JS§Z vC § Zv] B ]Jeep » 3Z C[E £%

X Reviewing the security of systems and flagging any data protection breaches to the data
protection officer

X Assisting pupils and parents with accessing the internet or devices

Pupils and parents
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Pupils are expected:

x Be contactable during the required timeaslthough consider they may not always be in front of a
device the entire time

x Complete work to the deadline set by teachers

x Seek help if they need it, from teachers or teaching assistants

X 0 ES S8 Z Ee](8ZC[E v}3 o0 38} lu%o & A}EI

Parents are expected:

x DI 8Z « Z}}o A E ](8Z ]E Z]o ]ecorhplefe@olsz EA]- v[S

x Seek help from the school if they needtiif you know of any resources staff should point parents
3}JA € + ](8Z C[E +*3EuPPo]vPU ]Jv op 8Z} Z E

x Be respectful when making any complaints or concerns known to staff

Data protection

Accessing personal data

When accessing personal data, all staff members will:
Explain:

X Access data from the school server in your IT network
x  Will use Academy provided devices (laptops and iPads)

Sharing personal data

Staff members may need to collect and/or share personal data such as emhabaes as part of the
€& u}S o EV]VP ¢Ce3 uX "p Z }oo S]}v }(@o (EV}¥]pve S %oZ%Zooe B} ]
require explicit permissions.

While this may be necessary, staff are reminded to collect and/or share apéitbonal data as possible
online.

Keeping devices secure

All staff members will take appropriate steps to ensure their devices reseiure. This includes, but is
not limited to:

x keeping the device password protectadtrong passwords are at least eight characters, with a
combination of upper and lowercase letters, numbers and special characters (ewmslast
currency symbol)

X ensuring the hard drive is encryptedhis means if the device is lost or stolen, no one can access

the files stored on the hard drive by attaching it to a new device

making sure the device locks if left inactive for a period

not sharing the device among family or friends

installing anti-virus and anti-spyware software

keeping operating systems up to datelways install the latest updates.

X X X X

Safety considerations
School
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We do not expect pupils to sign up to anything with a personal emdrkead. They will either be provided
with a school email address or a username and password.

Parents:

{
{

Pupils

SZ}uo VepE S3Z ]E Z]o OA Ce | % SE|NESO}R]VZA}33¥7-Q ]
share their account with anyone
remind children of their conduct online. As a member of the Acadeonymunity, they share a
digital environment and their behaviour impacts the success of the oatiheol community
should assist their child on how to use the programmes to ensure they areGafdess use of
programmes can lead to a breach of personal security, downloading viousealware or even

}Jvd 8§ (E}u % }%0 3Z C }v[S IV}A
remind their child to never accept instant messages, phone calls, scragnglbr files from
Ju }v 3Z C }v[3 IV}IAX

It is important to remember the same rules apply as being in the classnanicularly in respect of
behaviour v. }v p §X &} pe }v o Ev]vP v }Vv[S P S ]SEJE S CECHSE -
learning the same as classroom learning by:

- using classroom language

- always conducting video learning in an open space at home

- only communicating through approved school portals and platforms

- sticking to teacher rules and guidelines around online le&yni

- not sharing passwords or other sensitive information

- not using school platforms to discuss personal matters

- remembering to be respectful and polite and avoid posting negative comments.

It is important that you send messages and any pictures or images redaoirelédss through approved
school channels, such as internal learning portals or approved platfohisswill help to keep your
personal information safe and secure.
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Appendix 7
Guidance for use of Streaming Media Sites in Schools

Streaming Media Access

ZA"SE u]v Mjethodst@r which media content, most commonly video and audio, is delivered ém@iuser.

The media is stored on one computer or server and, via the Internet, played back on another. Streadiangs not
downloaded and stored on the receiving computer as a whole file, but is typically viewademand via a web page.
YouTube and Vimeo are examples of popular streaming media websites.

L.E.A.D. Academy Trust recognises that teaching can be enriched by the use of streaming media inoiv@ classr
However, there are many identified risks associated with this type of content.

This document is intended to highlight these risks and provide guidance on safe and regposesiof streaming
media within the school. The document is not exhaustive and should be followee iwith other relevant policies
put in place by the trust.

The Trust reserve the right to amend this policy at its discretion. In case of amendments, staff willinednf
appropriately. This policy applies to all School Based employees and agents.

Context

There is a wide range of streaming media available via the internet and teachers are awareeféfits lof
incorporating these resources into their teaching. However, due to the dynamic natune titernet, there are
risks associated with this type of media where content is uploaded by the general popwatas largely
unregulated. This presents issues with the validity of the content, potential copyright andlega¢issues, as well
as its appropriateness for the intended audience.

Due to these risks, L.E.A.D. Academy Trust will allow access for teaching staff only and prevent standents fro
accessing these types of sites.

Guidelines

As a member of staff using streaming media in the classroom you will be expected to adherddtothing
guidelines:

Acceptable Use

The primary purpose for using streaming media is to enhance teaching and learning watbizhtiol. Streaming
Media must only be used for legitimate teaching purposes, personal use is prohibited.

Media content should be viewed from start to finish and a full assessment made of its suifabittig intended
audience. The content should be considered in the same way that you would considethanyesources used in
your classroom.
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Content must be assessed away from the view and earshot of students, preferably in a staff isiorilaor Many
0 **@E}}u W e E }vv § 3} ]vd8 E 3]A AZ]s8 } E « v %E}i S}E-.U v
display.

This must be considered when reviewing content.

Where a resource is deemed appropriate for use, it is recommended that it is downloaded and saved fardeture
This will prevent any issues with online content being removed or changed. Separate tools anedradownload
streaming media to a PC, and examples are available on the Intranet.

If it is not possible to download the resource then the video should be viewed prior to each useute gmemains
suitable for the intended purpose.

Unacceptable Use
It is deemed inappropriate to view, create, access, download or publish material that is:

Pornographic or Adult

Racist, offensive, or derogatory

Obscene

Bullying

Violent

Fraudulent

Likely to cause harassment to others

Confidential

WE ip]] oS8} §8Z « Z}}lo[s }E }uv Jo[e 8 JvS (E S~
Not relevant to the business of the school or Council
Likely to irritate or waste time of others

Likely to breach copyright

X X X X X X X X X X X X

Policy for use of Streaming Media Sites in Schools It is accepted that the teaching of certain subjquissent the
need to use resources that could fall into one or more of the above categories. In suctosiubis expected that
the subject matter is presented in context; in a sensitive; balanced manner; and is appropriate for tHetege o
intended audience.

It is also expected that any home / school contracts regarding religion, sex education, parental vasives e
considered when selecting media content.

Legal Risks

If you view, create, access, download or publish material that is pornographic, libekdasyadory, offensive, racist
or obscene, you, the school and L.E.A.D. Academy Trust can be held liable.

If you unlawfully view, create, access, download or publish confidential or personal informatigthgschool and
L.E.A.D. Academy Trust can be held liable.

If you unlawfully or without permission view, create, access, download or publish materiad taiyirighted, you,
the school and L.E.A.D. Academy Trust can be held liable for copyright infringement.
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Appendix 8t Guidance for Parents on the use of Vimeo

Dear Parent/Guardian,

As we are increasing our use of online learning, we are using more systems and sitegiitetpand support this.
Some of the platforms that we use to deliver videos for learning are not only useddoatish purposes but also
for entertainment. This means that when pupils use the videos for learning they can also acierss@as of the
sites.

Safeguarding pupils is very important to everyone at L.E.A.D. Academy Trust and we want  parppts to
ensure that when their children are using these services, they are as safe as possible. One learning system that we
use for maths videos and other subjects is VIMEO. This is the video hosting platform.

VIMEO has a wide variety of videos on its site, some of which may not be suitable fet@@gitess. With this in
mind we have put together a quick guide to help parents and carers put content filtarplgde when using the
software at home on the home internet connection. Please note that parents should alwaysisaperd monitor
their children when they are accessing the internet, even when content filtering is in place.

Step One:

Go onto VIMEO websitevimeo.com

.
Vvimeo Join  Login  Inspration-  Product-  Solutions~  Pricing + New video

Bring people Step o
together with video.

Create high-performing videos, go live, collaborate with your
team, and share anywhere.

dC% v Z™ Z}}o
the search bar
§Z S[+ ]v S-BandEpme&rs
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N

Vvimeo Join Log in Inspiration «

/

Product Solutions ~ Pricing School| - -+ New video
school
school girl

scholl gel activ
scholl insole

Bring people

scholl

together with video.

Step Three:

Create high-performing videos, go live, collaborate with your
team, and share anywhere.

The page will then look like this

Login Pricing Productv

Show results for
@) Videos (1.0M)
On Demand (4,141)

) People (21.6K;

Channels

Groups (2

Refine by:
Category
®) Any
animation
narrative
~) documentary
art
+ More
Vimeo Live
®) Any
Live Now

+ More filters

% Mature content

Step Four:

&E}u 8Z E Clu Aloo v

Watch v School

Relevance v

1.0M results for School

© You are not seeing 864 videos here because you've enabled the mature content filter.

SCHOOL

Triangle School

@ rohspace

Old School

SCHoOL school

School

@ Wohammed Nast ™ MADE IN THE STRE

IDDLE 'SCHOOL ORCH%TRA{

. ~. “‘

&} P} ZD SuE

}vs v§]
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Login Pricing Productv Watchv

1.0M results for School

Show results for
© You are not seeing 864 videos here because y
®) Videos
On Demand
People
Channels

Groups

Refine by:

Category
Triangle School

®

® Any
animation
narrative
documentary
art

+ More

Vimeo Live

® Any

Live Now School

+ Morp#te e

## Mature content

IDDLE ‘SCHOOL OFSCHEéTRﬁI

. o el

It will then give you the following settings:

Mature content filter

Choose what types of videos you do and do not want to see on Vimeo. Learn
more about what constitutes mature content in our FAQ.

() Show me everything

(") Don't show mature content

0 Let me choose
["] Don't show unrated
[ ] Don't show profanity / sexually suggestive content
[ Don't show drugs / alcohol

|_| Don't show violence

[+ Don’t show nudity
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Mature content filter X

Choose what types of videos you do and do not want to see on Vimeo. Learn
more about what constitutes mature content in our FAQ.

") Show me everything
Don't show mature content
®) Let me choose
[+] Don't show unrated
[+] Don't show profanity / sexually suggestive content
[+] Don't show drugs / alcohol
B oo ’
(] Don't show violence

[+] Don't show nudity

VeLE 8SZ +« SSJvPe

%o %0 E } %o E] &

P -

E KE pv €& ~> S u

V Z %% 0C Z VP o

Z}}e _

| / we parents / carers of

Have: (please tick the relevant box)

a) Read and understood the guidance

b) Would like further information from school

Signed

Date

0
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Appendix 9 - Social Media Support Toalsttps://nationalonlinesafety.com/hub/resource
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